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1. Purpose. To transmit reissued Documents A-E and a new Section of the Risk Analysis
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2. References. ET Handbook No. 376; Ul Risk Analysis Guidance Documents distributed to
SESAs in June 1982; and UIPL NO. 34-87.
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3. Background. Internal security and control in SESA administration of Unemployment
Insurance (Ul) program operations continues to be important in the area of payment
control. One of the first steps taken to address the area of internal security was the
issuance of ET Handbook NO. 376 in November 1978.

Subsequent to the distribution of the ET Handbook, guidance has been issued to the
SESAs regarding strengthening internal controls in the Ul program, most recently in UIPL
No. 34-87.

SESASs need to continue to strengthen the Ul internal security program by establishing
sound internal security systems and internal controls and should, through Ul risk
analyses, continue to review the susceptibility of the Ul program to loss by fraud, waste,
abuse or unauthorized use. A Ul risk analysis is a major task that should be conducted at
least once every three years or when major system changes occur.

In June 1982, with contractor assistance, Risk Analysis Guidance Documents were
developed and distributed to all SESAs. Training on the use of the methodology, forms
and appendices was offered in seminars conducted at that time for SESA Internal
Security Unit staff.

4. New Section of the Risk Analysis Technical Assistance Guide Entitled
"Vulnerabilities and Safeguards". Drawing upon their expertise and experience in
assisting SESAs in conducting risk analyses, EDP Audit Controls, Inc. has updated the
original Risk Analysis Documents by adding a new document entitled "Vulnerabilities and
Safeguard", making the documents more SESA Ul specific.

The Risk Analysis Documents previously furnished to all SESAs and provided here as
Technical Assistance Guide Documents A-E, as well as the new Document F and the
methodology contained therein, are intended to be used solely as a technical assistance
guide at the SESA's discretion in the conduct of risk analyses. Such risk analyses may be
completed as a separate review or as a part of an overall audit of agency operations, as
established in OMB Circular No. A-128.

Documents A-F are included with this transmittal.

5. Action Required. SESA Administrators should ensure that the Risk Analysis Technical
Assistance Guide Documents A-F are distributed to the appropriate staff.

6. Inquiries. Refer all questions to the appropriate Regional Office.

7. Attachment. Internal Security Risk Analysis Technical Assistance Guide
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(Attachment to UIPL 42-87)

DOCUMENT E- 1

RISK ANALYSIS TECHNICAL ASSISTANCE GUIDE

FINAL REPORT
COMPUTER SECURITY REVIEW AND RISK ANALYSIS
UNEMPLOYMENT INSURANCE BUREAU OPERATIONS

VOL 1: FINDINGS, ANALYSES AND RECOMMENDATIONS

presented to

STATE OFFICE OF EMPLOYMENT SECURITY
123 MAIN STREET
CAPITALTOWN STATE 12345

prepared by March 1983
EDP AUDI T CONTROLS, INC. Reissued
August 1987

DISCLAIMER
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TH' S COVWPUTER SECURI TY REVI EW AND RI SK ANALYSI S HAS BEEN COVPOSED
FOR EDUCATI ONAL PURPOSES ONLY. AS AN | NSTRUCTI ONAL DOCUMENT
TH' S ARTI FI CI AL RI SK ANALYSI S PRCDUCT DOES NOT | N ANY WAY REFLECT
THE PRACTI CES OR PROCEDURES FOLLOAED BY ANY ACTUAL EXI STI NG STATE
EMPLOYMENT AGENCY

EXECUTIVE SUMMARY

This docunent is Volune 1 of a two-volune report which details the
results of a risk analysis of the EDP-rel ated aspects of the
Unenpl oynent | nsurance Bureau clai ns processi ng operations at the
State O fice of Enploynent Security (SOES). This volune contains
all findings, analyses and reconmendati ons.

Chapter 1 of the report summarizes the major findings and
reconmendat i ons.

Chapter 2 discusses in detail environnental and general risks
faced equally by all elenents of SCES.

Chapter 3 discusses risks due to specific problens with the
policies, practices, procedures and organi zational structure of
the SOES Unenpl oynent | nsurance Bureau operation.

Vol unme 2 contains all risk analysis worksheets and descri ptions of
t he nmet hodol ogi es enpl oyed.

During our security review and risk analysis of the Ofice of
Enpl oynment Security's Unenpl oynment | nsurance Bureau Operations we
observed the foll ow ng maj or strengths:

1. SCES managenent is highly skilled in handling crises. This
was clearly denonstrated during the 1982-1983 union strike. 1In
our judgnent, SCES's overall position after the difficulties was
stronger than before.

2. SCES is noving towards the establishnment of one of the nost
di saster-resistant clains processing setups that EDP/ AC has ever
observed. This will be achi eved when each of the Unenpl oynment
| nsurance Bureau field offices carries out all aspects of clains
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processi ng.

We al so observed the follow ng maj or weaknesses:

1. There is a lack of effective separation between software
support activities and Unenpl oynent | nsurance Bureau production
oper ati ons.

2. The Threeville field office is deficient in physical access
controls and is |ocated in an area susceptible to fl oods and
eart hquakes.

3. Headquarters offices are |located in an earthquake-prone area.
An effective disaster recovery plan is needed.

4. Technical (hardware and software) security controls over the
Conpr ehensi ve Unenpl oynent | nsurance System (CU S) and
Unenpl oynent | nsurance Bureau data files are
I nadequat e.
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CHAPTER 1

FINDINGS AND RECOMMENDATIONS

1.1. | NTRODUCTI ON

This chapter contains a summary of all findings and
recomendations resulting fromthe risk analysis. The finding
nunber is the key to the to the section of the report in which the
finding is discussed and the risk analysis calculations are

expl ained. The finding nunber is equal to the section nunber

foll owed by a dash followed by the ordi nal nunber of the finding
within the section. For exanple, Finding 3.9.2.4-3 would be the
third finding in Chapter 3, section 3.9.2.4.

1.2 SUMVARY OF FI NDI NGS AND RECOMVENDATI ONS
Finding 2.2-1: The Threeville Field Ofice is
subject to flooding.

RECOMVENDATI ON:  Prepare a formal contingency plan for
the field office.
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Finding 2.3-1: The risk of earthquake danage to

the State O fice of Enploynment Security Oneville facilities and
their contents should be accounted for in a contingency plan.
RECOMVENDATI ON:  Prepare a detailed contingency plan for

SOES's Oneville facilities.

Finding 2.3-2: The Threeville field office
bui | di ng coul d col | apse during an earthquake.
RECOMVENDATI ON:  Prepare a contingency plan for the
Threeville Field Ofice.

Finding 2.7-1: Headquarters offices are

suscepti bl e to unaut horized access.

RECOMVENDATI ON:  Monitor the performance of the guard
force and demand conpliance with established procedures.

Finding 2.7-2: The wearing of badges at 456 Main
Street is not enforced.

RECOMVENDATI ON:  Enforce the wearing of badges at 456
Mai n street.

Finding 2.7-3: The State Supply warehouse is
suscepti bl e to unauthori zed access.
RECOVIVENDATI O\ N A

Finding 2.7-4: The Threeville Field Ofice is

suscepti bl e to unaut hori zed access.

RECOMVENDATI ON:  Repair the gap in the rear exit door.

Repl ace the photoel ectric beam detectors with notion detectors.

Finding 2.7-5: The custodial services at the

field offices performtheir duties after hours and are not
supervi sed by SOES personnel.

RECOMVENDATI ON:  Have the custodi al services perform
their duties during normal business hours.

Finding 3.2.1.1-1: The Wage Record file is
unpr ot ect ed.

RECOMVENDATI ON:  Provi de secure storage for the Wage
Record file at the Fourville field office.

Finding 3.2.1.1-2: The outside entrance to the

Fourville field office is unnonitored during the early norning and
| ate afternoon hours.

RECOMVENDATI ON:  Ensure that the reception area is

staffed at all tinmes when the main entrance door is unlocked.
Alternatively, install a bell or other signaling device which wll
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sound when the door is opened fromthe outside.

Finding 3.2.1.1.2-1: It is possible for a

processor in the Adjustnents and Overpaynents Section to
reactivated and pay a denied claimor to nmake an adjustnent to a
claimin a fraudul ent manner.

RECOMVENDATI ON:  Apply separation of duties between

adj ust nent and over paynent processing and other aspects of clains
processi ng.

Finding 3.2.1.2-1: The Wage Record file is
unpr ot ect ed.

RECOMVENDATI ON:  Provi de secure storage for the Wage
Record file at the Twoville field office.

Finding 3.2.1.2-2: Qutside doors to the Twoville

field office (other than the nmain entrance) are unal arnend duri ng
busi ness hours.

RECOMVENDATI ON: I nstall deadbolt |ocks on all but the

mai N entrance door. issue keys to those who nust use the doors in
the conduct of their official duties.

Finding 3.2.1.2-3: Dry chemcal fire

extingui shers are provided for work areas in which CRT termnals
are | ocat ed.

RECOMVENDATI ON:  Repl ace the dry chem cal extinguishers

wi t h hal on exti ngui shers.

Finding 3.2.1.2-4. Docunents descri bing

restricted access software are not give special protection in the
Twoville field office.

RECOVMENDATI ON: Access to restricted software shoul d be
control l ed through passwords or user security profiles, not

t hrough the secrecy of operating procedures. In the present
situation, the restricted docunents should be stored in | ocked
desks or cabi nets.

Finding 3.2.1.2.2-1: Correspondence processors

can divert claimpaynments fromtheir intended recipients in a
vari ety of ways.

RECOMVENDATI ON:  Determ ne patterns of clains processing
transactions which would be carried out when fraud was being
attenpted. Flag for s special reviewall clains to which these
patterns apply.

Finding 3.2.1.2.3-1: Passwords controlling
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access to CU S Cash Disposition functions are not changed when
enpl oyees who know themterm nate their enploynent.

RECOMVENDATI ON:  Al'l access control keys (both | ogical

and physical) should be returned to SCES or rendered unusabl e upon
the term nati on of enployees who possess them

Finding 3.2.1.2.3-2: Passwords controlling

access to CU S Cash Disposition functions are sonetines witten
down by the clerks entrusted with them

RECOMVENDATI ON:  Establish and enforce a policy that

passwords are not to be witten down.

Finding 3.2.1.2.3-3: There is no effective

control over mail which nmay be addressed to specific field office
enpl oyees and which may contain checks nade out to those

enpl oyees.

RECOMVENDATI ON:  Require that nmail addressed to

i ndi vi dual enpl oyees be opened by mail room personnel or in the
presence of a second party. Require also that enployees not
intentionally direct personal mail to the SOES address.

Finding 3.2.1.2.4-1: Address changes are

accepted for Unenpl oynent | nsurance Bureau claimants over the

t el ephone.

RECOVMENDATI ON: Use personal information to validate the

caller's identity. Send notification of the address change to the
ol d address.

Finding 3.2.1.2.5-1: Auditors in the Twoville

field office report to the heads of the units they audit.
RECOMVENDATI ON:  The auditors should report directly to
the field office manager

Finding 3.2.1.3-1: The main entrance of the

Threeville field office is not nonitored during the early norning
and | ate afternoon.

RECOMVENDATI ON:  Ensure that the reception area is

staffed at all tines when the nmain entrance door is unlocked.
Alternatively, install a bell or other signaling device which wll
sound when the door is opened fromthe outside.

Finding 3.2.1.2.3-2: Docunents descri bing

restricted access software are not given special protection at the
Threeville field office.

RECOMVENDATI ON: Access to restricted software should be
control l ed through passwords or user security profiles, not
through the secrecy of operating procedures. In the present
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situation, the restricted documents should be stored in | ocked
desks or cabi nets.

Finding 3.2.1.3.3-1: The Correspondence Unit

auditor reports directly to the head of the Correspondence Unit at
the Threeville field office. The data entry auditors report to

t he General Supervisor of the data entry units.

RECOMVENDATI ON:  All auditors should report directly to

the field office nmanager.

Finding 3.2.1.3.3-2: The Training/Auditing

supervi sor must relinquish nost auditing responsibilities to the
General Supervisor when training classes are in session.
RECOMVENDATI ON:  Assign the audit responsibility to a

singl e person reporting directly to the field office nmanager.

Finding 3.2.1.3.4-1: The backup A/C unit for the
Threeville Data Center is not periodically tested.
RECOMVENDATI ON:  Test the backup A/C unit on a regul ar
basi s.

Finding 3.2.1.2.4-2: Visitor access records are

not kept at the Threeville Data Center.

RECOVMENDATI ON: Keep records of visitor access to the
Threevill e Data Center.

Finding 3.2.1.2.4-3: There are no underfl oor

wat er detectors at the Threeville Data Center.
RECOMMVENDATI ON: I nstall underfl oor water detectors at
the Threeville Data Center.

Finding 3.2.3.1.2-1: It would be possible for a

reviewer to forma conspiracy for purposes of fraud with an
enpl oyer for whom he's responsi bl e.

RECOMVENDATI ON: Provi de nore than on possi bl e processor
for each aspect of clains processing.

Finding 3.2.4-1: There is no effective control

to ensure that enployers who cease doi ng business or who | eave the
area are purged fromthe Master Enployer File.

RECOMVENDATI ON: I nvestigate ways to i nprove the accuracy

and currency of the master Enployer File.

Finding 3.2.4-2: Al though signatures are

requi red on docunents requesting Master Enployer File updates, the
signatures are not verified.
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RECOMVENDATI ON: Verify signatures on Master Enployer
Fil e update requests.

Finding 3.3-1: There is no effective separation

between CU S devel opnent, testing and mai ntenance activities and
producti on operations.

RECOMVENDATI ON:  Provide for the effective separation of

t he devel opnent, nai ntenance and testing of application systens
and the production operation of those systens.

Finding 3.3-2: It is possible for a single

person to carry out all steps necessary to insert a software

nodi fication into the production CU S system w t hout independent
revi ew

RECOMVENDATI ON:  Ensure that all changes, additions and

del etions to production CU S software are reviewed by at |east one
anal yst not involved in their preparation.

Finding 3.3-3: Journalization of CU S

transactions is inconplete.

RECOMVENDATI ON:  Provide for conplete journalization of
CU S transacti ons.

Finding 3.3-4: Restricted U S subsystens are

protected by secret clerk nunbers coded into the software.
RECOMVENDATI ON: Use the ACF2 Security Software to

protect restricted CU S nodul es where possi bl e.

Finding 3.3-5: The CU S Software Support G oup

does not enforce periodic changes of passwords and permts the
sel ection of passwords wi th menoni ¢ val ue.

RECOMVENDATI ON:  Enforce periodi c changes of passwords.

Do not allow the use of Passwords wi th mmenoni ¢ val ue (ot her than
per haps pronounceability).

Finding 3.3-6: CU S is not supported to the

full est extent possible by ACF2.

RECOMVENDATI ON:  Use ACF2 to serve all the security needs
of online CU S subsyst ens.

Finding 3.4.1-1: CQ2 is in use in the data

center as a fire suppressant. It is potentially harnful to
per sonnel .

RECOMVENDATI ON:  Provide full flood halon protection for
the entire data center.

Finding 3.4.1-2: There is no visitor sign-in
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policy at the data center.

RECOMVENDATI ON: I nplenment a visitor sign-in policy for

the data center. Validate tape sign-out requests. Mdify the
badge token authorizing data center access.

Finding 3.4.1-3: The blue I D badge stripe which

aut hori zes data center access can be easily forged.
RECOMVENDATI ON: I n place of the blue stripe, use a

difficult to duplicate marking such as an engraved desi gn and
attach it to the I D badge under the lamnation. |t then becones
i npossible to add or renove this credential once a badge has been
conpl etely assenbl ed, and the counterfeiting process is nmuch nore
difficult than before.

Finding 3.4.1-4: Fire protection by CQ2 is

provided only for the underfl oor areas of the data center.
RECOMVENDATI ON:  Install a full-flood halon systemin the
data center.

Finding 3.4.1-5: The key to the storage area

cont ai ni ng bl ank Unenpl oynent | nsurance Bureau benefit checks is
kept on a hook near the conputer console operator. The access
list for the key contains 30 nanes.

RECOMVENDATI ON:  Pare down the access list for the key to

t he Unenpl oynent | nsurance Bureau bl ank check storage area.

Mai ntain all copies of the key in protected or continuously

noni tored storage | ocati ons.

Finding 3.4.1-6: There are no alarns and only

hand-hel d fire extinguishers in the supply area adjacent to the
mai N conmput er room

RECOMVENDATI ON: Upgrade the fire detection and

suppressi on equi pnent in the data center supply storage area.

Finding 3.4.1-7: There is no snoke exhaust

capability in the data center.

RECOMVENDATI ON:  Fornal i ze the use of portable fans for
exhausti ng snoke.

Finding 3.4.2-1: There is no provision for the

real -time on-line reporting of incorrect password usage attenpts
to a security officer.

RECOMVENDATI ON:  Provide for the online reporting of

I ncorrect password entry attenpts.

Finding 3.4.4-1: The data center has no policy
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requiring periodic changes to passwords. Users are allowed to
specify their own passwords.

RECOMVENDATI ON:  The data canter should require the use

of random y generated passwords which are changed at | east once a
year.

Finding 3.4.5.1-1: No authorization checks are

made when tapes are signed out fromthe tape library.
RECOMVENDATI ON:  Rel ease tapes only to their owners or to
persons authorized in witing by the owners.

Finding 3.4.5.1-2: Non-production tapes are

scratched automatically when the retention date is reached.
RECOMVENDATI ON: Consult tape owners prior to scratching

t apes whose retention dates have passed.

Finding 3.4.5.1-3: Tapes are not degaussed after
scratching and prior to reuse.

RECOMVENDATI ON: Degauss all scratch tapes prior to
rei ssue.

Finding 3.5.1-1: Secure areas used by the

Accounti ng Departnment have walls which do not extend to the true
cei l i ng.

RECOMVENDATI ON: Extend the walls of all secure storage

areas to neet the true ceiling.

Finding 3.5.1-2: Benefit checks returned to SOES

are not batched and present an easy target for abuse.
RECOVMENDATI ON: Batch returned checks in the mailroom

prior to sending themto Cash Receiving. Then destroy the checks
after generating the necessary accounting records>

Finding 3.8-1: Wen an audit is to be conducted,

advance notice is given to the affected departnent.
RECOMVENDATI ON:  As a matter of policy, give no notice of
i npending audit activity to the affected departnents.

Finding 3.11.2-1: The storeroom used by the Mil

and Distribution Departnent has walls which do not extend to the
true ceiling as well as unal arnmend exterior w ndows.
RECOMVENDATI ON:  Extend the walls of all secure storage

areas to neet the true ceiling.
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1.3 SUMMARY OF ALES, SAFEGUARD COSTS AND SAVINGS

ALE
2 r;egs M nus Equal s S‘(aél) ngs Cost to
Finding Subject Area ' New 5- Reduction Conpare .
o Equal s . Loss Savi ngs
Nunber of Fi ndi ng yr In 5-yr to Costs : )
5-yr Loss Loss ($) Reducti on Rati o
Loss M nus Cost
Now ($)
32125-1 Auditor Conflct 57K 2.8K 54K 0 54K
32134-1 Backup AC Test 16K 0 16K 0 16K
32123-3 Personal Mil 3. 4K 170 3. 2K 0 3. 2K
3451-1 Tape Lib ID Chk 2. 3K 0 2. 3K 0 2. 3K
32312-1 d nms Revw Fraud 2. 3K 110 2. 2K 0 2. 2K
38- 1 Audit Notice 1. 1K 110 1K 0 1k
32134-2 Visitor Records 460 230 230 0 230
3211-2 4ville Entrance 2 .7M 0 2.7 M 300 2.7 M 1. 1E-
3212-2 2ville Entrance 1.9M 0 1.9M 300 1.9M 1. 6E-
27-4 3ville Phys Sec 12M 0 12M 20K 12M . 00
3212-4 Protect Docunts 284K 0 284K 2. 2K 282K . 00
351- 2 Returned Checks 190K 0 190K 4. 2K 186K .02
3451-2 Tape Scratch 144K 36K 110K 11. 4K 99K .02
27-1 HQ Phys. Secur 380K 19K 360K 8. 7K 350K .02
341-2 Visitor Sign-in 1.8M 450K 1.4M 42K 1.4M .03
351-1 Fal se Wl | s 380K 190K 190K 6K 184K . 03
3.11.2-1 Fal se Wal |l s 38K 0 38K 2K 36K . 05
3212-3 Dry Chem Exting 10K 0 10K 1. 2K 9K .13
27- 5 Unsupv Janitors 190K 19K 170K 87K 83K 1.0
32124-1 Address Change 2. 3K 110 2. 2K 1. 2K 1K 1.2
32112-1 Adj/Ovpnt Fraud 34K 3. 4K 31K 22K 9K 2.4
3211-1 WR File Secur 2. 3K 230 2. 1K 1. 5K 600 2.5
33-1 CU S Dev/ Prod 57K 5.7K 51K 38K 13K 2.9
22-1 3ville Flooding 307K 284K 23K
23-2 3ville Quake 45K 30K 15K 29K 9K 3.2
23-1 Cap:(t al town 23K 6. 1K 17K 16K 1K 16.
324-1 ﬂ/‘;f‘ N el Eije 114K 114K 10. 26K 10. 1K 160 63.
341-7 SWDE; EX”EaUS't © 0 0 0 3. 7K -3. 7K i
341-1 38 0 38 20K - 20K -

C02 As Fire Sup
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GENERAL ISSUES

This chapter is concerned with findings related to general risks;
that is, risks which affect the overall SOES Unenpl oynent

| nsurance Bureau Conputer Operation as opposed to a single
departnent, branch, section, facility, asset, etc.

Each section in this chapter deals with a specific risk, such as
fire, flood, etc. At the beginning of each section is a paragraph
entitled BACKGROUND AND | NTRCDUCTI ON.  Thi s paragraph
particul ari zes considerations involving the risk to the SOES

envi ronment and expl ains the techniques to be used in evaluating
the inpact of the risk in that environnent.

Fol |l owi ng t he background and introduction is a series of one or
nore FINDINGS related to the subject risk. Each finding

is a briefly stated concl usi on about the effect of the risk on
SCES Unenpl oynent | nsurance Bureau Conputer Operations.

After the finding is a paragraph entitled RELATED CONTROL
STANDARD. This is a statenent of a generally accepted
principle of good security practice. Several professional EDP
audi ting groups have prepared codified lists of standards which
have been published in the literature and subjected to peer
review. One of the earliest of these is the "Conputer Contro
Qui deline" first published by the Canadian Institute of Chartered
Accountants in 1970. Another is "Control Cbjectives - 1980"
publ i shed by the EDP Auditors Foundation for Education and
Research (EDPAFER). It is this latter docunent from which the
control standard references used in this report are taken.

The primary purpose for stating the EDPAFER m ni num requi r enent
related to each finding is to denonstrate that in fact the finding
does represent a situation in which a requirenent is not being
et .

A second reason for stating the EDPAFER requirenent for each
finding is that comments are often nmade that certain findings are
not related to conputer security issues.

Qur view, however, is that conputer security enbraces al

i ssues which nust be addressed to assure the continuous
and reliable operation of a conputer center and the
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tinmely acconplishnment of all its processing.

Clearly this is a very broad objective. It enconpasses such
concerns as ensuring that necessary supplies are delivered on
time; enploying a detail ed software devel opnent net hodol ogy to
ensure that production applications are virtually bug-free from
t he begi nning; and providing for good enpl oyee noral e.

Conmputer security al so enbraces the nore obviously security-
related i ssues such as visitor access controls, data file
protection, sign-on passwords and so forth.

When taken out of the context of an integrated ADP security
program individual findings and i ssues may seemto be nothing
nore than matters of ordinary good practice and totally unrel ated
to security and integrity. Those who feel that such issues are
irrelevant to security should stop to consider the overall inpact
of each finding.

| f the conputer center runs out of printer paper because of a poor
inventory control system job output cannot be printed and SYSOUT
nmust be dunped to tape before it fills up its allotted space.
Managenent does not get the information fromthis output on
schedul e and i nportant busi ness deci sions are del ayed, perhaps
beyond firm deadl i nes. Proper nmanagenent of supplies nmay not seem
like a matter of security but it clearly can be as this exanple
shows.

Lack of a detailed software devel opnent net hodol ogy can lead to
applications which are poorly designed, cryptically coded and
sparsely docunented. Such applications nust be frequently renoved
from production due to bugs. The software nai ntenance personnel
spend may unnecessary hours attenpting to thread through the
cryptic code and read between the lines of the sparse
docunentation. The production output that does get into the hands
of the user may contain errors and | ead to bad deci si ons.

Failure to ensure good enpl oyee norale can | ead to purposefully
carel ess work habits, strikes (if the enpl oyees are unionized),
fraudul ent destructive activity and/ or a high enpl oyee turnover
rate. Bad enployee norale, if not avoided, can thus lead to
anything froma |oss of efficiency to the total paralysis of the
conputing operation.

The next paragraph associated with each finding is entitled
DI SCUSSI ON.  Thi s paragraph expands upon and provides the
details necessary to understand the finding.
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Foll owi ng the discussion is a RI SK ANALYSI S par agr aph

whi ch descri bes the cal cul ati ons which were carried out to conpute
the annual |oss expectancy. These cal cul ations involve

esti mates of the annual frequencies with which undesirable

events occur and estinmates of the extent of nonetary | oss

which wll result fromthe occurrence of the events. The

cal cul ations are inexact and the results are rounded to two
significant figures to reflect this fact.

Next is a paragraph call ed SUGGESTED SAFEGUARDS AND COST

BENEFI T ANALYSIS. In this paragraph additional safeguards

are proposed to reduce the expected | oss and/or the annual
frequency estimate associated with the finding. The cost of
installing and operating each additional safeguard is conpared to
the reduction in the ALEit will bring about. Again, the results
of calculations are rounded to reflect their inexactness.

Finally, there is a RECOMVENDATI ON par agr aph.
Recommendati ons are specific and based on the cost-benefit
anal ysi s of the precedi ng paragraph.

2.1 FIRE
HEADQUARTERS

The headquarters buil dings do not have an automatic fire sprinkler
system Each floor has portable fire extinguishers with an ABC
fire rating. A conprehensive fire safety programis being
followed. The facilities are inspected by the fire departnent
once a nonth. All the enployees are nade aware of the evacuation
producers and specially assigned personnel are trained to assi st
in the evacuation of the building. The local fire station is
within a one mle radius and the response tinme is | ess than one

m nut es.

999 BACK STREET

The State Supply Warehouse building is equipped with automatic
fire sprinkler systens throughout the work area. When the
sprinkler systemis activated, an alarmis generated and sent
directly to the XYZ Security Services central control office.

They contact the local fire station. The fire departnent inspects
t he warehouse once a year. Each floor has portable fire
extinguishers with an ABC rating. A conprehensive fire safety
programis being followed. Al enployees are nade aware of the
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evacuati on procedures and specially assigned personnel are trained
to assist in the evacuation of the building. The fire departnent
is within a one mle radius and the response tine is 45 seconds to
one m nute.

FOURVI LLE

The Fourville Field office does not have an automatic sprinkler
systemin the work area. The main floor has portable fire
extinguishers with ABC fire ratings. A conprehensive fire safety
programis being followed. The field office is periodically

i nspected by the local fire departnent. All the enployees are
made fully aware of the evacuation procedures. In the event of an
energency, the departnent supervisor |eads his own unit out

safely. The local fire stationis within a two mle radius and
the response tine is less than five m nutes.

Twovi l | e

The Twoville field office has automatic fire sprinkler systens

t hroughout the work area. The field office is equipped both with
ABC and Hal on fire extinguishers. A conprehensive fire safety
programis being followed. The facilities are periodically

i nspected by the fire departnent on request by the field office
manager. All the enpl oyees are nmade aware of the evacuation
procedures. The local fire departnent is within a on mle radius
and the response tine is one mnute or |ess.

THREEVI LLE

The Threeville field office has automatic fire sprinkler systens

t hroughout the area. The field office is equipped with ABC rated
fire extinguishers. A conprehensive fire safety programis being
followed. The facilities are inspected once every three nonths by
the local fire departnent. Al the enployees are nmade aware of

t he evacuati on procedures and specially assigned safety nonitors
are trained to assist in the evacuation of the building. The fire
departnent is |less than one mle away fromthe field office and
the response tine is |less than one n nute.

2.2. FLOODS AND OTHER WATER DANMAGE
HEADQUARTERS
Since the headquarters of the Ofice of Enploynent Security are

| ocated above sea level, the |ikelihood of a flood occurring is
m nimal. The nean sea | evel in one hundred years will reach an
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estimated height of 5 ft. 6 in. at high tide according to the

Nat i onal Cceani ¢ and At nospheric Admi nistration. Therefore the
threat of any damage to the building structure or the contents

woul d be significant.

999 BACK STREET

Since the State Supply warehouse is |ocated above sea |l evel, the
i kel i hood of a flood occurring is mninmal. The nean sea | evel
around the nearby body of water will reach an estimted hei ght of
5ft. 6 in. at high tide every 100 years according to the national
Cceani ¢ and Atnospheric Adm nistration. Therefore the threat of
any damage to the building structure or the contents woul d be

i nsi gni ficant

FOURVI LLE

The State Departnent of Water Conservation is conducting a flood
control project in Fourville. The Big Fourville Creek and the
Little Fourville Creek flow through the town. The Little
Fourville Creek flood flowis diverted fromFourville to Fiveville
Count. The Big Fourville Creek flows to the north and then west,
where it joins the Big River. Fiveville County maintains the

| evees and the passage gates while the State Departnent of Water
Conservation is responsi ble for the inspection, operation and

mai nt enance. The inspection of the | evees occurs twi ce a year,
and they are considered to be strong and well rmaintai ned.

TWOVI LLE

The Hat R ve and the Whod River are not a direct threat to the two
of Twoville. If a flood occurred, Wodtown, which lies directly
across the Wod River from Twoville, would be flooded by the Hat
River and the Whod Ri ver would continue to flow South. The Wod
Ri ver Dam and the A d Davis Dam are both consi dered to be good

| evees. They are inspected twice a year and are well nmintained.

THREEVI LLE

The Threeville Field office is located in a fl ood zone desi gnat ed
as (AO on a map produced by the U S. Departnent of Housing and
Ur ban Devel opnent, Federal |nsurance Adm nistration. The
probability of a flood occurring in this zone is one in a hundred
years (.01). Zone AOrefers to an area which should experience a
1-3 foot flood | evel not nore than once every hundred years. The
potential source of flooding is the Dynamte Creek.
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FI NDI NG 2. 2-1:
The Threeville Field Ofice is subject to flooding.
DI SCUSSI ON:

When a flood occurs, the depth of the floodwaters would reach a
maxi mum | evel of three feet. Since the field office is |ocated at
ground |l evel, the floodwaters would reach the main floor |evel,
and damage the contents of the buil ding.

Rl SK ANALYSI S:

The Annual Frequency Estimate (AFE) of a flood reaching its
maxi mum depth of 3 feet is .0Ll.

The probability of floodwaters reaching the Threeville Field
Ofice main floor level is relatively high, because the field
office is at ground |evel.

A reasonabl e estimate of cleanup would be $10K. This cl eanup cost
i ncl udes the drying and shanpooi ng of the carpets in the
Threeville Field office. The replacenent cost for furniture, book
shel ves, desks and supplies, would be about $500 per enpl oyee.

Al so, each desk houses a CRT termnal. The standard desk neasures
30in. (or 2ft 6in). Since the floodwaters reach maxi num depth of
three feet, the CRTs woul d be damaged; the estimated |l oss is the
nunmber of CRTs to be replaced nmultiplied by the remaining | ease
obl i gation per CRT.

The field office's vital records would be safe from water danmage,
because they are or could easily be stored above the three foot
| evel .

In the absence of a contingency plan, SCES would | ose about two
weeks of operations while the cleanup was underway.

The total loss is the total cost of recovering formthe fl ood.
This is equal to the clean up cost plus the cost of replacing
office furniture and equi pnent plus the ream ng obligation on the
ADP equi pnent | ease plus the cost of the 1-1/2 weeks of overtine
whi ch could be elimnated by a good di saster recovery plan (part
of the contingency plan).

The cost of office furniture and equi pnent is 128 staff x $500 =
$64K.
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The cl eanup cost shoul d not exceed $10K

The remai ning 3 year | ease obligation based on a nonthly charge of
$17,866 is $643K

The cost of 1-1/2 weeks of overtine for a staff of 128 at an
average $6.50 per hour salary and 25% overhead is 1.5 wks x 40
hrs/wk x $6.50/hr x 128 staff x 1.5 overtine x 1.25 overhead = $94
K.

The total loss is then $64K + $10K + $643K + $94K = $810K.

The ALE is .01 % x $810 = $81K

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is a contingency plan which woul d expedite recovery
activities and save about 1.5 of the 2 weeks which woul d ot herw se
be required to clean up.

The yearly savings (not counting the cost of contingency plan
devel opnent) will be the AFE nultiplied by 2/3 of the overtine
costs (all but 1/2 week)or .01 x 2/3 x $94K = $6. 3K

The ALE reduction will be $81K - $6. 3K = $75K.

The cost of contingency planning is determ ned after all ALE
reductions generated by the existence of the plan have been
calculated. This is done on the nultiple effects worksheet in
Appendi x C.

See the risk analysis worksheets in Section B.1 of Appendi x B.
RECOVIVENDATI ON

Prepare a formal contingency plan for the field office.

2. 3 EARTHQUAKES

HEADQUARTERS AND 999 BACK STREET

The headquarters buildings are |ocated in a grade Cintensity
area. Gace Cis referred to as a very strong intensified area

t hat can expect substantial damage from an earthquake. This
i nformation corresponds to intensity readings greater than 6.0 on
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the Richter scale. These buildings have three stories. There is
an under ground parki ng garage bel ow 123 Main Street.

The State Supply Warehouse building is |located in a grade D
intensity area. Gade Dis also referred to as a strong
intensified area that can expect sone danmnage from an eart hquake.

FI NDI NG 2. 3-1:

The risk of earthquake damage to the O fice of Enploynent Security
Capitaltown facilities and their contents should be accounted for
in a contingency plan.

RELATED CONTROL STANDARD 5137(Q) (4):

In the event of a disaster or disruption, the conputer facility
and the backup facility nust have the capability to function
normal ly with mnimal delay or |ost processing tine.

DI SCUSSI ON:

In the Capitaltown area, the probability of an earthquake
occurring is high. A contingency plan should be drafter to ensure
continuity of operations for the Ofice of Enploynent Security
headquarters offi ces.

Rl SK ANALYSI S

The annual frequency estimates for an earthquake |larger than 6.0
on the Richter Scale is .02. This translates into a probability
of occurrence of two in one hundred years. The AFE woul d be | ower
except for the fact that there has been no serious earthquake
activity in the area in recent tinmes and current research

i ndi cates that the |longer the period of inactivity along a fault
line, the higher the probability of a strong earthquake.

An eart hquake of magnitude 6.0 or greater would cause nmjor

di sruption to O fice of Enploynent Security operations. Wthout a
contingency plan, it is estimated that operations would be halted
for approximtely four weeks. Tinme would be needed for getting
additional office space, noving in, and starting up operations.

Once operations were resuned, the Ofice of Enploynent Security
woul d have to pay overtinme to many production enpl oyees to nmake up
for lost tinme. Because the Threeville data center can continue to
accunul at e Unenpl oynent | nsurance Bureau transactions while the
central conputer in Capitaltown is disabled, DDE operations would
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not be affected. The overtime would apply to approxi mately 170
non- DDE processors at HQ and in the field offices.

The cost of overtinme would be 4 wks x 40 hrs/wk x $6/hr x 170
staff x 1.5 overtime x 1.25 overhead = $310K

The ALE is then .02 x $310K = $6. 2K
SUGCESTED SAFEGUARD AND COST- BENEFI T ANALYSI S:

The suggested safeguard is to draft and inplenent a contingency
plan which will allow SOES to nove to energency office space and
restart operations within one week of a major disaster.

This will reduce the ALE by 75%to $1. 6K

The cost of devel oping a contingency plan will be determ ned on
the basis of the total ALE reduction it will generate. For 5
years, this reduction is $6.2K x 3.79 - $1.6K x 3.79 = $17K. This
and an annual testing and updating expense of $1.5K. The total 5-
year cost would be 3.79 x $1.5K + $10K = $16K

The 5-year savings is then $17K - $16K = $1K
See the risk analysis worksheets in Section B.2 of Appendi x B.
RECOMVENDATI ON:

Prepare a detailed contingency plan for SOES s Capitaltown
facilities.

FOURVI LLE AND TWOVI LLE

The Fourville field office is |located in a single story structure
which is al so occupied by a restaurant and a real estate agency.

The Twoville field office occupies one third of the space in a
converted warehouse. It is a brick-faced, wood franme buil ding
with dropped ceilings. One third of the building is vacant and
the other one third is occupied by a reputable restaurant.

Both the Fourville and Twoville field offices are |ocated in areas
desi gnated as zone 3. Zone definitions are taken fromthe
Determnistic Seismc Hazard Map of the U S. after Al germ ssen.

In this vicinity, there is no history of earthquakes of a high
enough magnitude to inflict significant danage. Between 1900 and
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1974 there were no earthquakes of intensity greater than 5.7 on
the Richter Scal e.

The Fourville and Twoville field offices are located in a
relatively safe valley area in which the soil is made up of sand
and gravel. In conclusion, if an earthquake were to occur in this
area, it would result inlittle or no damage to SOES facilities,
and therefore is of mninml concern.

THREEVI LLE
The soil in the Threeville area is nade up of |oosely filled
coarse grain earth. |f an earthquake greater than 6.0 on the

Ri chter Scale were to occur for nore than one mi nute (continuous
shaki ng), the ground water would |liquefy the pore spaces and
destroy the soil structure. This would cause the soil to
essentially becone quicksand and parts of the building could
col l apse. The Tectonic fault is approximately one mle east of
Threeville. The fault extends from Narrow Creek southward into
Lakesi de County. Mbst of the known activity of the Tectonic fault
is further south away fromthe city of Threeville.

FI NDI NG 2. 3- 2:

The Threeville field office building could collapse during an
ear t hquake.

DI SCUSSI ON:

Because the terrain around the city of Threeville is nmade up of
| oosely filled coarse grain earth, the SOES field office building
could col |l apse during an earthquake.

Rl SK ANALYSI S:

The AFE for an earthquake of magnitude 6.0 or greater at
Threevill e has been set at .01l. |In the absence of a contingency
pl an, such an earthquake would halt Threeville field office
operations for the 4 weeks it would take to | ocate energency
space, nove in and reconfigure all ADP and conmmuni cati ons

equi pnent .

Cl ains processing activities at HQ Fourville and Twoville would
al so be affected because these activities require that the
Threeville Data Center be in operation. The ALE will be the
dol I ar equival ent of 4 weeks' overtine for about 300 clains
processi ng personnel plus the cost of office furniture and
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supplies for the Threeville staff ($64 from Finding 2.2-1) plus
the cost of the remaining 3 years | ease obligation for ADP
equi pnent at Threeville ($643K from Finding 2.2-1).

The overtinme cost is 4 wks x 40 hrs/wk x $6/hr x 1.5 overtine x
1. 25 overhead x 300 staff = $540K.

The total ALE is then .01 x ($540K + $64K + $643) - $12K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The suggested safeguard is a contingency plan which wll allowthe
Threeville field office to reestablish itself in new space within
one week of a disaster.

The savings (not including the cost of contingency plan
devel opnment) will be 75% of that portion of the ALE which is due
to overtinme costs or .75 x .01 x $540K = $4. 1K

The ALE reduction is then $12K - $4. 1K = $7. 9K

The cost of the contingency plan devel opnent is determ ned after
all ALE reductions brought about by that safeguard have been
calculated. This is done on the nultiple effects worksheets of
Appendi x C.

See the risk analysis worksheets in Section B.3 of Appendi x B.
RECOVIVENDATI ON:

prepare a formal contingency plan for the Threeville field office.
2.4 TORNADCES

HEADQUARTERS, FOURVI LLE AND TOURVI LLE

It has been determ ned by the exam nation of various maps that
there was one occurrence of a tornado in both of the one degree
square areas surrounding the Ofice of Enploynent Security
Capi tal town headquarters offices and the Fourville and Twoville
field offices over a thirteen year period. Each one degree square
enconpasses approximately forty-nine hundred square nil es.

The annual frequency estimate is then derived by dividing the

nunber of square mles in the one degree square area (4900) into
t he approxi mate nunber of tornadoes occurring in that are in any
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one year (1/13). The resultant annual frequency estimte for

t or nadoes whi ch specifically inpact the Ofice of Enploynent
Security headquarters facilities and the Twoville and Fourville
filed offices is calculated to be (1/13)/4900 which is equal to
. 00002.

The AFE is so small that the risk of |oss due to tornadoes is
negl i gi bl e.

THREEVI LLE

It has been determ ned fromvarious maps that there were four
tornadoes in the one degree square area surrounding the Threeville
field office during a thirteen year period. This one degree
squar e enconpasses approximately forty-nine hundred square m| es.

The annual frequency estimate is the derived by dividing the
nunber of square mles in a one degree square area (4900) into the
appr oxi mat e nunber of tornadoes occurring in that area in any one
year (4/13). The resultant annual frequency estimte for

t ornadoes which specifically inpact the Ofice of Unenpl oynent
Security's Threeville field office is calculated as (4/13)/4900
which is equal to .00006.

This AFE is so small that the risk of a serious loss is
negl i gi bl e.

2.5 PONER QUTAGES

Al t hough there are approximtely two or three power outages per
year in all SCES facilities, there is no significant inpact on
processi ng because there is no overtine associated with downtine
up to two hours and none of the outages have | asted that | ong.

There is no significant risk of |oss due to power outages.

2.6 A/ C OR HEATI NG FAI LURE

There have been no cases of State Ofice of Enploynent Security
enpl oyees bei ng sent hone because of the lack of air conditioning
or heat.

A preventive mai ntenance programis being followed to mnimze the
possibility of a breakdown in the electrical and nechani cal

syst ens.

There is an air conditioning service on call to handl e any
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breakdown twenty-four hours a day, seven days a week.

The existence of a preventive nmaintenance program and the
availability of the on-call air conditioning service nakes the
ri sk negligible.

2.7 THEFT/ ROBBERY/ UNAUTHORI ZED ACCESS
HEADQUARTERS

Due to the location of the Ofice of Enploynent Security
headquarters buildings in an area containing sone popul ar touri st
attractions, the potential for unauthorized access is greatly

i ncr eased.

FI NDI NGS 2. 7-1:
Headquarters offices are susceptible to unauthorized access.
RELATED CONTROL STANDARD 5137 (N)(7):

During normal working hours, access to the Unenpl oynment | nsurance
Bureau clainms work area is generally to be restricted to conpany
enpl oyees. The presence of all visitors is to be controll ed.

DI SCUSSI ON:

When we passed the | oading dock guard station at 123 Main Street
on various occasions, the guard was absent. On further inspection
we observed the guard standing near 1st Street, which is |ocated
one-hal f black down the street fromthe | oadi ng dock.

Rl SK ANALYSI S:

W feel that 123 Main Street is susceptible to unauthorized entry
t hrough the | oadi ng dock door due to inadequate nonitoring by the
guard force.

Losses to SCES could occur by theft, fraud or vandalism Bl ank
checks as well as signed checks ready for nailing are stored in
roons whose walls do not extend to the true ceiling. CRT

term nal s which can access restricted files such as the Mster
Enpl oyer File are located in the building. Ofice spaces for
Unenpl oynent | nsurance Bureau nanagenent personnel are al so

| ocated in the building and coul d be vandali zed.
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The risk of fraud and abuse through mani pul ati on of conputerized
Unenpl oynent | nsurance Bureau data is eval uated in Findings
3.2.1.1.2-1 and 3.3-1. The risk of theft is treated in Finding
3.5.1-1.

In this finding we will account for the threat of vandalism and

ot her destructive acts. Although intruders could probably gain
access to the headquarters buildings with little difficulty, there
are in fact no cases of vandalismon record. For that reason we
select an AFE of 1 from the Iow end of the scale.

The | oss potential, considering only Unenpl oynent | nsurance Bureau
assets, is set at $100K. this includes | osses due not only to the
physi cal destruction of tangible assets but also to the damage
done to paper records and data contai ned on ot her physical nedia.
The ALE is $100K x 1 = $100K

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The suggested safeguard is to enforce existing guard procedures
nore strictly. The cost should not exceed 1 hour per day of staff
time by a guard supervisor at a salary |level of $18K per year

i ncludi ng overhead. This amounts to (1/8) x $18K/yr = $2. 3K per
year.

The ALE woul d be reduced by 95%to $5K

The savings will be ($!/00K - $5K) - $2. 3K = $93K

See the risk analysis worksheets in Section B.4 of Appendi x B.

RECOMVENDATI ON:

Monitor the performance of the guard force and demand conpli ance
wi th established procedures.

FI NDI NG 2. 7- 2:

The wearing of badges at 456 Main Street is not enforced.
RELATED CONTROL STANDARD 5137(N) (7):

During normal working hours, access to Unenpl oynent | nsurance

Bureau Clains work areas is generally to be restricted to Bureau
enpl oyees. The presence of all visitors is to be controll ed.
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DI SCUSSI ON:

Enpl oyees at 456 Main Street do not all wear their SOES badges.
Unescorted visitors coul d pocket their badges and be taken for
enpl oyees.

Rl SK ANALYSI S:

Because badges are not generally worn, an intruder or a bona fide
visitor could nmasquerade as a SCES enpl oyee and nove freely
through the building. The fact that the upper floors are not
currently occupied would all ow such a person to hide until after
nor mal busi ness hours. He could then commt destructive acts or
steal assets such as benefit checks or office equi pnent and depart
undet ect ed.

This problemis closely related to Finding 3.11.2-1. The risk
analysis is not repeated here because we feel that this would tend
to make a single access control problemw th several facets appear
to be a nunber of independent problens. |In addition it would
unreasonably inflate the | oss expectancy.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOVMENDATI ON:

Enforce the wearing of badges at 456 Main Street.

999 BACK STREET

The State Supply Warehouse is surrounded by streets on three sides
and a parking lot on the fourth side. The walls are sheer from
the ground to the rooftop | evel above the fourth floor. Afire
escape | adder extends fromthe roof to ground |evel.

FI NDI NG 2. 7- 3:

The State Supply Warehouse is susceptible to unauthorized access.

RELATED CONTROL STANDARD 5137(N)(1):

Al l Unenpl oynent | nsurance Bureau assets and rel ated operations
must be secured agai nst unaut horized access.
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DI SCUSSI ON:

The State Supply Warehouse buil ding has a guard at the front
entrance who checks the ID of persons entering. |If an intruder
wanted to gain access to the warehouse, he could go to the side of
the building and clinb up the fire escape | adder to the roof.

Once on the roof, the intruder could enter the warehouse by

br eaki ng the skylight w ndow.

We al so discovered that the notor for the elevator is housed in a
structure on top of the roof. The elevator notor is protected by
an easily breached wire nesh screen. An intruder could easily
bypass the screen and gain entry to the warehouse by clinbing down
the el evator shaft and out onto one of the floors.

By entering the third floor, the intruder could set the record
storage area on fire, destroying the Unenpl oynent |nsurance Bureau
records and possi bly causi ng danage to the warehouse buil di ng.

Rl SK ANALYSI S:

There is no good reason why individuals would want to enter or
vandal i ze the warehouse facility except for retaliatory purposes
against the O fice of Enploynent Security organization. This is
because of the mnimal anobunt of val uable assets contained in the
bui | di ng and because there are nmany ot her warehouse facilities in
the sanme area which could al so be |ooted or danaged.

In conclusion, there would be little notivation for breaking into
the Sate Supply Warehouse and consequently the AFE for either
unaut hori zed access or vandalismto the facility would be very

| ow.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOVIVENDATI ON

FOURVI LLE AND TWOVI LLE

The Fourville Field office is a single story masonry structure
occupyi ng one-quarter of a square block. The building is also

occupi ed by a restaurant and real estate agency.

A restaurant occupies one third of the building in which the
O fice of Enploynment Security Ofice at Twoville is | ocated.
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Because there are other operating business in the i medi ate
vicinity of both field offices, their enployees and custonmers nove
about the vicinity of the offices, increasing the potential for
unaut hori zed access. However, the buildings are equi pped with
door alarns and notion detectors which mnimze the risk of

unaut hori zed entry during non-busi ness hours.

THREEVI LLE

Because ot her busi nesses occupy part of the building in which the
O fice of Enploynent Security office is housed, their enpl oyees
and custoners nove about the vicinity of the office increasing the
potential for unauthorized access.

FI NDI NG 2. 7- 4:
The Threeville Field Ofice is susceptible to unauthorized access.
RELATED CONTROL STANDARD 5137(N) (1):

Al'l Unenpl oynent | nsurance Bureau assets and rel ated operations
nmust be secured agai nst unaut hori zed access.

DI SCUSSI ON:

There is a gap between the top of the rear exit door and the
doorframe. A normally closed magnetically controlled switch is
attached to the doorframe within reach of the gap. A magnet is
attached t the door in such a way that when the door is closed,
the magnet touches the switch and causes it to open. |If an

i ntruder were to open the door, the nagnet would nove away from
the switch; the switch would then close and set off the alarm
The intruder could place his own magnet near the switch through
the gap at the top of the door and then open the door w thout
closing the switch and setting off the alarm

The photoel ectric beam detectors are not adequate for protection
because no matter how the beamis adjusted, it can be by passed
either by junping over it or by crawling under it to gain entry
into the field office.

After we | earned that established procedures required that the
door |l eading fromthe parking ot into the training roombe | ocked
to prevent unauthorized access, we checked it and di scovered it to
be unl ocked.
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The door | eading formthe rear parking lot into the Threeville
filed office record storage area is made of a flexible nmeta
material which is unsturdy and therefore easily penetrable with
mnimal effort.

Rl SK ANALYSI S:

Whereas Fourville and Twoville are relatively well protected from
unaut hori zed access, Threeville is vul nerable because its al arns
can all be bypassed easily and because the reception area is
poorly nmonitored during the early norning and the |later afternoon.
(See Finding 3.2.1.3-1.)

The | ease cost for EDP equipnent in the Threeville field office
was $17,866 for the nonth of Decenber, 1982. [If this equi pnent
were stolen or destroyed, SCES would be |iable for these charges
for the remaining 3 years of the |l ease. This would anmount to 36
nmos x $17, 866 = $643K.

The AFE of 5 is larger than for other sites because of the ease of
unaut hori zed access.

THE ALE is then $643K x 5 = $3.2M This is a worst case figure
whi ch reflects what m ght happen if the access contro

vul nerability were discovered and exploited by a crimnal and SCES
failed to take any corrective action. Thieves could then | oot the
of fi ce over and over again.

Actual Iy, SCES woul d inplenent nore effective controls after the
first serious theft in order to elimnate the problem

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

A nunber of steps should be taken. The beam al arns shoul d be
replaced with notion detectors. The seven soft-nmetal warehouse
doors, covered on the inside with sheetrock, should be renpoved and
the outside wall bricked up. The rear exit door with the gap at
th top should be replaced with a nuch sturdier well-fitted door.
Al l outside doors except the main entrance should be | ocked and

al armed during the day. The main entrance door shoul d be equi pped
with a signaling device which would sound when the door is opened
fromthe outside.

The cost of all these nodification should not exceed $20K.

The ALE will be effectively reduced to $0.
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The 5-year savings will be ($3.2M - $0) x 3.79 - $20K = $12M
See the risk analysis worksheets in Section B.5 of Appendi x B.
RECOMVENDATI ON:

Repair the gap in the rear exit door. replace the photoelectric
beam detectors with notion detectors.

FOURVI LLE, TWOVI LLE AND THREEVI LLE
FI NDI NG 2. 7-5:

The custodial service at the field offices performtheir duties
after hours and are not supervised by SOES personnel .

RELATED CONTROL STANDARD 5137(N) (11):

Limt the presence of cleaning and nmai ntenance personnel tot he
period when there are sone regular facility enpl oyees on duty.

DI SCUSSI ON:

Custodi al services in the Fourville, Twoville and Threeville field
of fices are performed outside of regular working hours and w thout
the supervision of Ofice of Enploynment Security personnel.

This woul d not be a vulnerability if sensitive records and
val uabl e equi pnent in the building were properly protected.

However, many sensitive files are stored in unlocked cabinets in
open areas and valuable itens of relatively portable equi pnent are
not secur ed.

In the absence of supervision, custodial enployees could easily
commt di shonest or destructive acts. Although these personnel are
bonded, it is usually necessary that a crine be proven in court
before the bond can be collected. |In addition, there is val uable
information in the field offices which could be stolen by copying
or phot ography and t hus never m ssed.

Rl SK ANALYSI S:

It is unlikely that bonded custodi al personnel would vandalize the
field offices. It is also unlikely that they woul d conm t
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obvi ously detectable crines such as the theft of tangible
resources. Bonded personnel would be nore apt to conmt
"undet ect abl e" crimes such as copying the wage record file (with a
canera, for exanple).

The 1 oss potential, which is independent of the nature of the
threat agent, is set at $100K

Because of the bonding and the fact that no problens of
consequence have been associated with the custodial serves, a | ow
AFE of .5 is chosen.

The ALE is then $100K x .5 = $50K.
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

Several safeguards are possible. Janitorial services could be
perfornmed during normal business hours with a little inconvenience
to SCES personnel. The services could be perfornmed at night with
a SCES supervisor present or they could be perfornmed by SCES

enpl oyees instead of contractor personnel.

Each of these three safeguards would result in the nonitoring of
cust odi al personnel by SOES enpl oyees in accordance with generally
accepted practices.

The cheapest of the three solutions would be to use existing
contractor personnel during normal business hours. There would be
no additional direct cost. |In fact, wage rates mght be | ower for
daytime services.

One indirect cost would be due to brief interruptions of the
office staff by the janitors. This should not anmobunt to nore than
2 mnutes per day per person. For 320 field office enpl oyees,
usi ng an average salary of $6.50 per hour and 25% over head, the
cost of .2 mnutes per day lost tinme would be 2 mn/day x 1/60
hrs/mn x 320 staff x $6.50/ hr x 1.25 overhead x 5 days/wk x 52
wks/yr = $23K

The ALE will be reduced by 90%to $5K.

The savings will be ($50K - $5K) - $23K = $22K per year.

See the risk analysis worksheets in Section B.6 of Appendi x B.

RECOMVENDATI ON:
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Have the custodial services performtheir duties during nornal
busi ness hours.

CHAPTER 3

SPECIFIC ISSUES

3.1 | NTRODUCTI ON

This chapter is simlar in format to Chapter 2. Each section
contai ns a BACKGROUND AND | NTRODUCTI ON fol | owed by a

series of one or nore findings. For each finding there are

par agraphs entitled FI NDING RELATED CONTROL STANDARD

DI SCUSSI ON, RI SK ANALYSI S, SUGGESTED SAFEGUARDS AND COST BENEFI T
ANALYSI S, and RECOVMENDATI ON. The contents of these

paragraphs are as outline at the begi nning of Chapter 2.

The sections of this chapter are based on the organizati onal
structure of SOES. Each functional group, departnent, division,
branch and section which perforns functions in support of SCES
Unenpl oynent | nsurance Bureau Operations was examned in the risk
analysis. Only those organi zati onal el ements which could have a
security or integrity related inpact on Unenpl oynent | nsurance
Bureau Qperations are specifically included in this chapter.

Each group of organizational elenents at one | evel appears after
the el enent at the next higher level. Thus Enployer Audit Unit
and Program Integrity appear after Enployer Audit and Revi ew.

3.2 SCES, UNEMPLOYMENT | NSURANCE BUREAU
BACKGROUND AND | NTRODUCTI ON:

The SCES Unenpl oynent | nsurance Bureau Departnent is responsible
for all aspects of processing Unenpl oynent | nsurance Bureau
insurance clainms in the state. The Departnent uses field offices
in Twoville, Threeville and Fourville in addition to its
headquarters staff in Capitaltown to acconplish its work. Data
processi ng services are provided by Turnkey Systens Inc., an
Unenpl oynent | nsurance Bureau contractor.

3.2.1 UNEMPLOYMENT | NSURANCE BUREAU CLAI M5
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OPERATI ONS
BACKGROUND AND | NTRODUCTI ON

This departnent is responsible for all aspects of clains
processing including direct data entry, adjustnments and

over paynment processing, correspondence and tel ephone, cash

di sposition accounting, eligibility checking of clainmnts and
benefit charging of enployers. The work is done primarily in
field offices.

3.2.1.1 FOURVI LLE FI ELD OFFI CE
BACKGROUND AND | NTRODUCTI ON:

The Fourville field office is currently responsible for

Adj ust ments and Over paynents Processing and the direct data entry
of clains involving major enployers. Eventually, Fourville is to
be responsible for all aspects of clains processing.

FINDI NG 3.2.1.1-1:
The Wage record file is unprotected.
RELATED CONTROL STANDARD 5137(N) (19):

Provi de for the secure storage of all nedia containing sensitive
data when it is not in use.

DI SCUSSI ON:

The Wage record file contains data on all persons in the SCES
service area who are potential Unenpl oynent | nsurance Bureau
claimants. Printed versions of portions of the file are kept in
open storage. It would be of significant commercial value to any
firm marketing products or services generally useful to

i ndividuals in specific income brackets and is therefore subject
to msappropriation. It nust be given proper protection under the
State Privacy Act of 1974.

The problemexists at both the Twoville and Fourville field
offices. The nunbers used in the anal yses bel ow reflect both

offices. The finding but not the analysis is repeated in Section
3.2.1.2 for cross-reference purposes.

Rl SK ANALYSI S:
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The Wage Record file is nobst susceptible to theft by a SOES

enpl oyee since it is stored in an area nornally accessible only to
enpl oyees. However, the Twoville and Fourville field offices are
suscepti bl e to unauthorized access in the early norning and | ate
afternoon (see Section 2.7).

The known range of AFEs for theft from businesses is 1 to 50.
Considering the ease of theft in this case, as well as the fact
that there has been no previous record of thefts, we have sel ected
an AFE of 5.

Al t hough the Wage Record file has no intrinsic value and can
easily be replaced, there is a potential loss to SOES through a
State Privacy Act lawsuit filed by a Unenpl oynent |nsurance Bureau
claimant who will argue that SOES was negligent in protecting the
sensitive information entrusted to it.

A study of known State Privacy Act cases shows that the |ikelihood
of a lawsuit is .0001 to .01 per year. Because of the ease of the
theft and the | arge volune of privacy data involved and because of
the fact that SOES has and no previous lawsuits of this nature, we
have selected an AFE or .001, in the mddle of the range. The
cost to SCES might be as nuch as $20K for |egal fees and $100K in
conpensatory and punitive awards.

The ALE is then $120L x 5 x .001 = $600

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The suggested safeguard is to control access to the Wage record
file during the day and store it in a |ocked filing cabinet at

ot her tines.

The cost of this safeguard is estimated to be 15 minutes of staff
time per day or 52 x 5 x 1/4 = 65 hours per year. Using the wage
rate for a general clerk of $4.75 per hour and an overhead rate of
25% the total cost per year would be 65 hours x $475 per hour x
1.25 = $390.

The saf eguard woul d be expected to reduce the ALE by 90% to $60.

The expected yearly savings would then be equal to the ALE
reduction mnus the safeguard cost or ($600 - $60) - $390 = $150.

See the risk anal ysis worksheets in section B.7 of Appendi x B.
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RECOMVENDATI ON:

Provi de secure storage for the Wage Record file at the Twoville
and Fourville field offices.

FINDI NG 3.2.1.1-2:

The outside entrance to the Fourville field office is unnonitored
during the early norning and | ate afternoon hours.

RELATED CONTROL STANDARD 5137(N)(2):

Control must al so be maintained in other Unenpl oynent | nsurance
Bureau work areas over the presence of visitors, and the presence
of enpl oyees after normal working hours.

DI SCUSSI ON:

The reception area of the Fourville field office is separated from
the main work areas. Due to flextime work schedules, this area is
sonetimes unstaffed during the early norning and | ate afternoon.

It would be sinple for a person to walk in and conceal hinself or
to steal a typewiter or other item of equipnent fromthe
reception area during these tines.

Rl SK ANALYSI S:

It would be a relatively sinple matter for a person to slip into
the reception area unobserved and conceal hinmself until the SOES
staff departed. The person could then disable the door open
sensors attached to the burglar alarmand renove a | arge quantity
of expensive office equipnment. The nonthly | ease cost of this

equi pment whi ch includes approximately 82 CRTs, 60 MDTs, a line
printer, a mcrographics printer, 2 mcrofiche readers, and 2 16mm
printers is about $10K.

The range of AFEs for theft (from Finding 3.2.1.

1-1) is 1 to 50. Because we are now considering the theft of
bul ky equi pment which would require sonme tinme to nove and truck to
haul away, we w ||l choose an AFE well below the top of the range.
Because of the ease of initial access to the facility, the AFE
must be above the bottom of the range. However, the need to by
pass the notion detectors which operate during non-business hours
conplicates the situation and tends to hold the AFE close to the
bottom of the range. W thus select an AFE of 2.

| f the | eased ADP equi pnent were stolen or damaged, SOES woul d be
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responsi ble for the paynents for the renai nder of the | ease
period. This would be approximtely 3 years and woul d anount to
$360K.

The ALE is then $360K x 2 = $720K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The suggested safeguard is either to ensure continuous staffing of
the reception area or to install a signaling device which w |
sound when the entrance door is opened fromthe outside.

Continuous staffing of the reception area is estinmated to cost at
| east one additional hour of staff tinme per day. Using the wage
rate for a general clerk of $4.75 per hour and the overhead rate
of 25% this would be 52 wks x 5 days/wk 1 hr/day x $4. 75/ hour X
1.25 = $1,550 per year.

The cost of installing a signaling device on the entrance door
woul d be a one-tine charge of not nore than $300. this is clearly
the nore cost-effective safeguard.

The ALE woul d be reduced to $0 by this safeguard.

the savings to be expected over the standard 5-year anortization
period is then 3.79 x ($720K - $0) - $300 = $2. 7M

see the risk analysis worksheets in Section B.8 of Appendix B.
RECOMVENDATI ON:

Ensure that the reception area is staffed at all tinmes when the
mai n entrance door is unlocked. Alternatively, install a bell or
ot her signaling device which will sound when the door is opened
fromthe outside

3.2.1.1.1. EMPLOYER S CHARGE

BACKGROUND AND | NTRODUCTI ON:

The determ nation of charges to enployers is carries out by this
unit, This unit also verifies the correctness of wage records in

di sput ed cases.

We found no problens with the practices and procedures of this
unit.
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3.2.1.1. 2 ADJUSTMENTS AND OVERPAYMENTS
BACKGROUND AND | NTRODUCTI ON:

The Fourville filed office currently perforns all adjustnents and
over paynents processing. This is done by three units operating
under a general supervisor.

FINDI NG 3.2.1.1. 2-1:

It is possible for an Adjustnents and Overpaynents processor to
reactivate and pay a claimor to nake an adjustnent to a claimin
a fraudul ent manner.

RELATED CONTROL STANDARD 5137(C):

Organi zations nust enploy effective neasures, consistent with
their operational environment, to limt the potential for
unassi sted fraud.

DI SCUSSI ON:

It is the function of the adjustnents and over paynents processors
to make decisions to pay or deny clains in situations where human
eval uation of the circunstances is required. Although the
processors are relied upon to apply very detailed guidelines in
carrying out this function, they could easily abuse their
authority and handl e sone clainms in a fraudul ent manner. The odds
of being caught in a quality control audit would be non-zero but
smal | .

Rl SK ANALYSI S:

Al t hough there has been no history of violation of trust by SOES
enpl oyees in the field offices, this is at least partially due to
the inpossibility of carrying out a second party review of all

cl ai ns processi ng acti ons.

The range of AFEs for fraud and abuse nationally is .006 to .09.

There are approximately 10K adj ustnent/over paynent actions per day
or 10K x 5 x52 = 2.6M per year. The standard for suspense
processing is between 61 and 69 clains per hour depending on the

| ocation. Using 65 as an average, about 16 processors are
required to handl e the workl oad. These processors are normally
audited at the rate of 50 to 100 clains per nonth or an average of

http://www.ows.dol eta.gov/dmstree/uipl/uipl 87/uipl_4287a.htm (39 of 104)3/7/2008 8:06:01 AM



Attachment to UIPL 42-87

75 x 12 = 900 per year.

The |ikelihood of a single fraudul ently processed cl ai m bei ng
audited is thus about (900 x 16) / 2.6M = 15.4K / 2.6M = . 006.
This nmeans that a processor would risk only 6 chances in 1,000 of
havi ng a fraudul ent claimreviewed by a second party.

Because of the low risk involved, we select the AFE to be the top
of the range or .009.

FBI statistics indicate that the average conputer crine nets

$500, 000 for the perpetrator. This figure seens high for the
present situation and a | arge nunber of fraudul ent transactions
woul d be required to reach 1t. A loss of $100K per year woul d be
a nore reasonabl e upper bound on the anount that could be diverted
t hrough fraudul ent adjustnents/overpaynents processing.

The ALE is then $100 x .09 = $9K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The suggested safeguard is to apply the principle of separation of
duties. In order to convert Unenpl oynent |nsurance Bureau funds
to their own use, processors would have the change the payee
address associated with the claim Such actions should be

i solated as privileged transactions and assigned to speci al
processors who are not authorized to carry out other types of
transacti ons.

Thi s saf eguard woul d cost about 3 staff-nonths for procedure
redesi gn and another 3 staff-nonths for nodifications to CUS. W
use an annual sal ary of $30K and 100% over head for progranmm ng
nodi fi cations and a grade 34 salary plus 25% overhead for
procedure redesign. This amounts to (1/4 x $23,678 x 1.25) + (1/4
X $30K x 2.0) = $22K

The ALE reduction would be about 90% yi el ding a reduced ALE of
$900.

The savings would be ($9K - $900) x 3.79 - $22K = $9K
See the risk analysis worksheets in Section B.9 of Appendi x B.
RECOMMVENDATI ON:

Apply separation of duties between adjustnents and overpaynents
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processi ng and ot her aspects of clains processing.
3.2.1.1.3 ADJUDI CATI ON
BACKGROUND AND | NTRODUCTI ON:

This unit is responsible for ensuring that Unenpl oynent I|nsurance
Bureau claimants are eligible and that enployers are properly
registered within the Unenpl oynent | nsurance Bureau program

We found no problens with the practices and procedures of this
unit.

3.2.1.1. 4 CLERI CAL SUPPCORT
BACKGROUND AND | NTRODUCTI ON:

This unit provides adm nistrative support to the Fourville field
office as well as support services for the Unenpl oynent | nsurance
Bureau cl ai ns processing operation. This includes nmanagenent of
general office services such as copiers, vendi ng nmachi nes,
janitorial services, etc.; managenent of paper and mcrofilm
records; and supervision of enployee tine and perfornance
accounti ng.

We found no problemw th the practices and procedures of this
unit.

3.2.1.1.5 AUDI TI NG TRAI NI NG

BACKGROUND AND | NTRODUCTI ON

This unit is responsible for the quality control auditing of
clains processors as well as the functional training of newy
hired clains processors. The unit reports directly to the field

of fi ce manager

We found no problens with the practices and procedures of this
unit.

3.2.1.1.6 TSI SUPPORT
BACKGROUND AND | NTRODUCTI ON:
TSI provides a trainee systens anal yst at each Unenpl oynent

| nsurance Bureau field office to support clains processors when
software problens or |ocal hardware problens arise.
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We found no problens with the practices and procedures of this
anal yst.

3.2.1.1. 7 PERSONNEL

BACKGROUND AND | NTRODUCTI ON:

This unit, currently consisting of one person, provides all
personnel services for the Twoville and Fourville field offices.
The unit reports to Personnel at SCES HQ in Capitaltown. Roughly
half of the tine is spent at Fourville and half at Twoville.
3.2.1.2 TWOVI LLE FI ELD OFFI CE

BACKGROUND AND | NTRODUCTI ON:

This field office is responsible for correspondence processing,
cash di sposition accounting, tel ephone inquiries and direct data
entry of clains.

FINDI NG 3.2.1.2-1

The Wage record file is unprotected.

RELATED CONTROL STANDARD 5137(N) (19):

Provide for the secure storage of all nedia containing sensitive
data when it is not in use.

DI SCUSSI ON

This problemis discussed under Finding 3.2.1.1-1. The nunbers
used in the R sk Anal ysis and Cost-Benefit Anal ysis paragraphs of
that finding cover both the Twoville and the Fourvile field

of fices. Consequently, these paragraphs are omtted hers.

RECOMVENDATI ON:

Provi de secure storage for the Wage Record file at the Twoville
and Fourville field offices.

FI NDI NG 3. 2. 1. 2- 2:

Qut side doors to the Twoville field office (other than the main
entrance are unal arned during busi ness hours.
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RELATED CONTROL STANDARD 5137(N)(2):

Control must al so be maintained in other Unenpl oynent |nsurance
Bureau work areas over the presence of enpl oyees after nornal
wor ki ng hours.

DI SCUSSI ON:

Al though there is a policy that doors other than the main entrance
door not be used by enpl oyees exiting the building, there is no
practical nmeans of enforcing the policy.

Because these doors can be used during the day, there is a
possibility that they will not be closed properly and that
unaut hori zed access to the facility will be nade easier.

Rl SK ANALYSI S:

Al t hough these unal arnmed doors represent a security deficiency, it
woul d not be a straightforward matter to take advantage of the
situation. It would be possible for a person to wait for an
opportunity to gain access through these doors, but the tine

requi red and the uncertainty of success would reduce the AFE to
the I ower end of th scale.

The range of AFEs for theft and unauthorized access is 1 to 50.
Consequently we choose 1 as the AFE.

There are approximately 118 CRTs and 60 MDTs in the Twoville field
office with a | ease cost of about $14K per nonth or $170K per
year.

Wth 3 years of |ease paynents renaining, the ALE for theft of
this equipnent is then 3 x $170 x 1 = $510K

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
The suggested safeguard is to install deadbolt | ocks on the doors
I n question and issue keys to the enpl oyees who have an offici al

need for them

Thi s saf eqguard woul d have a one-tinme cost of not nore than $300
and woul d reduce the ALE by 100% from $510K to $0.

The savings would be 3.79 x (150K - $0) - $300 = $1.9M
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See the risk analysis worksheets in Section B.10 of Appendi x B.
RECOMVENDATI ON:

Install deadbolt | ocks on all but the nmain entrance door. | ssue
keys to those who nmust use the doors in the conduct of their
of ficial duties.

FI NDI NG 3. 2. 1. 2-3:

Dry chem cal fire extinguishers are provided for work areas in
which CRT termnals are | ocated.

RELATED CONTROL STANDARD 5137 J(1) (O):

Avoi d the use of carbon di oxi de area extingui shing systens since
they present a significant safety hazard.

DI SCUSSI ON:

Dry chem cal fire extinguishing agents wll danage el ectronic
circuitry beyond repair. Oher agents such as halon are equally
effective fire suppressants but will not cause any damage to
circuitry.

Rl SK ANALYSI S:

Use of dry chem cal extinguishers would be detrinmental only in
those fire situations in which electronic equi prent woul d be saved
i f non-destructive extinguishing agents were used. This would
include only small area fires detected soon after starting and
woul d involve at nost 4 to 6 CRTs.

The AFE for a small fire occurring during business hours is .1.
This nunber results fromdata collected by State fire inspection
authorities and from national data.

The | ease cost of 6 CRTs is about $750 per nonth or $27K for the 3
years remaining in the agreenent. This value would be totally
lost if the CRTs were sprayed with dry chem cals. There would be
no loss if halon were used.

The ALE is thus $27K x .1 = $2. 7K

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
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Repl ace the dry chem cal extinguishers with hal on extingui shers.
The cost will be about $200 each. Six extinguishers would then
cost $1, 200.

The ALE reduction would be 100% The 5-year savings would then be
the anortized value oft he 5-year |oss reduction |l ess the one-tine
cost of the safeguard or 3.79 x $2,7K - $1,200 = $10K

See the risk analysis worksheets in Section B.11 of Appendi x B.
RECOMMENDATI ON:

Repl ace the dry chem cal extinguishers wth hal on extingui shers.
FI NDI NG 3. 2. 1. 2- 4.

Docunents describing restricted access software are not given
special protection in the Twoville field office.

RELATED CONTROL STANDARD 5137(N)(1):

Al'l Unenpl oynent | nsurance Bureau assets and rel ated operations
nmust be secured agai nst unaut hori zed access; this includes
sensitive data in transit wthin the organization.

DI SCUSSI ON

The same docunents which are kept under | ock and key in the
Fourville filed office are not simlarly protected in the Twoville
filed office. This reflects a |lack of central control over
security procedures. It also represents a failure to restrict

i nformati on which woul d gi ve unaut hori zed persons the ability to
access restricted software and dat a.

Rl SK ANALYSI S

The effect of this finding is to make it easier for unauthorized
persons to access restricted software. This software includes
VWRK- PLN and PERF- MON whi ch are not directly concerned with clains
processi ng but rather with workload pl anni ng and enpl oyee

performance. Unauthorized access would not result in an ill egal
di version of funds. It would possible lead to intra-office
rivalries and ill feelings which woul d decrease the efficiency of
the staff.

Usi ng an average salary rate for clainms processors of $5.50 per
hour, an overhead rate of 25% and a staff size of 105, the annual
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clainms processing staff cost is 105 staff x 1.25 overhead x 52
wks/yr x 5 days/wk x 8 hrs/day x $5.50/ hr = $1.5M

A cut in efficiency of only 5% due to staff infighting would then
result in a loss of $1.5M x .05 = $75K per year, the ALE

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

Provi de proper protection for docunents describing restricted
software. Al though protecting the software by neans of passwords
or user security profiles would be a nore effective solution, it
woul d al so be nore costly.

The existing docunents should be stored in | ocked desks or
cabinets until it becones cost-effective to inplenent password or
user profile protection.

The cost of establishing and enforcing secure storage procedures
shoul d not exceed 15 m nutes per day of supervisor tine.

This woul d anobunt to 1/4 hr/day x 52 wks/yr x 5 days/wk x 1.25
overhead x $7.35/hr = $600 per year.

Thi s safeguard shoul d reduce the ALE to $0 because the target of
the threat is not sufficiently attractive for anyone to use nuch
effort in gaining access to it.

The savings would then be ($75K - $0) - $600 = $74 per year.

See the risk analysis worksheets in Section B.12 of Appendi x B.
RECOMVENDATI ON

Access to restricted software should be controlled through
passwords or user security profiles, not through the secrecy of
operating procedures. In the present situation, the restricted
document s should be stored in | ocked desks or cabinets.
3.2.1.2.1 DATA ENTRY

BACKGROUND AND | NTRODUCTI ON:

The data entry function is organized into three operating units
and one auditing unit, all reporting to a general supervisor.

We found no problens with the practices and procedures of the data
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entry units. Findings related to the auditing unit are discussed
in Section 3.2.1.2.5.

3.2.1.2. 2 CORRESPONDENCE
BACKGROUND AND | NTRODUCTI ON

Cor respondence processing conprises all activities involved in the
handling of witten queries from Unenpl oynent | nsurance Bureau
enpl oyers, claimants and other interested parties. An online
subsystem of CU S is used to generate autonated responses to such
i nquiries.

There are two operating units, a control/mcrodata unit (which
al so services the cash disposition and data entry groups) and an
auditing unit, all under a general supervisor.

We found no problens with the practices and procedures of the
Correspondence units or the control/mcrodata unit. Findings
relating to the auditing unit are discussed in Section 3.2.1.2.5.

FI NDI NG 3. 2. 1. 2. 2-1:

Correspondence processors can divert claimpaynents fromtheir
intended recipients in a variety of ways.

RELATED CONTROL STANDARD 5137(C) (1):

Organi zati ons nust enploy effective nmeasures, consistent with
their operational environnent, to limt the potential for

unassi sted fraud. For exanple, a conputer consol e operator should
not be allowed to wite prograns and introduce theminto the
system or to introduce any progranms not authorized by soneone
responsi ble for the internal control, such as the tape |ibrarian.
Further exanples of the duties that should not be assigned the
sane enpl oyee at the sane tinme are schedul i ng, operating,
programm ng, storage, and |ibrary functions; nor should enpl oyees
be all owed to perform unassi gned duties that m ght increase the
range of their activities.

DI SCUSSI ON:

The primary nmechanismis the fraudul ent address change. The
capability also exists for processors to restore the correct
address after paynent has been nade.

There is a risk of being caught in a quality control audit but the
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risk is small.
Rl SK ANALYSI S:

This finding is essentially simlar to Finding 3.2.1.1.2-1.
Because all clains processors have access to all aspects of clains
processing, it would be repetitive to assess separately potenti al

| osses due to fraud by correspondence processors and adjustnents
and overpaynents processors.

Consequently, the reader is referred to Finding 3.2.1.1.2-1 for
ri sk anal ysi s cal cul ati ons.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
N A
RECOMVENDATI ON:

Determ ne patterns of clains processing transactions which woul d
be carried out when fraud was being attenpted. Flag for special
review al clains to which these patterns apply.

3.2.1.2.3 CASH DI SPOsI TI ON
BACKGROUND AND | NTRODUCTI ON:

The general supervisor of cash disposition also oversees the

Tel ephones Unit and an Auditing Unit. The Cash Disposition Unit
assists in Unenpl oynent |nsurance Bureau benefit fund accounting
by using an online CU S subsystemto enter data related to
returned benefit paynment checks, stal e-dated check, recouped
over paynents, etc.

No cash or checks are handled by this office except in rare

i nstances when they are sent to Twoville by mi stake instead of to
Capi t al t own.

FINDI NG 3.2.1. 2. 3-1:

Passwords controlling access to CU S Cash Disposition functions
are not changed when enpl oyees who know themterm nate their

enpl oynent .

RELATED CONTROL STANDARD 5137(J) (13):
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pronpt action nust be taken to del ete an enpl oyee's persona
identification nunber or other identifier fromthe system

aut hori zation |list or table when the enpl oyee no | onger has the
authority to access a system (e.g., after changing function or

| eavi ng the organization.)

DI SCUSSI ON

This problemis discussed nore generally in Finding 3.3-5 bel ow
Term nati ng enpl oyees could m suse their know edge either for
personal gain or to get revenge for their perceived m streatnent
by SCES.

The Ri sk Anal ysis and Cost-Benefit Anal ysis paragraphs are omtted
here because this problemis covered in the analysis of Finding
3.3-1.

RECOMVENDATI ON:

Al'l access control keys (both | ogical can physical) should be
returned to SOES or rendered unusable upon th term nation of
enpl oyees who possess them

FI NDI NG 3. 2. 1. 2. 3-2:

Passwords controlling access to CU S Cash Di sposition functions
are sonetimes witten down by the clerks entrusted with them

RELATED CONTROL STANDARD 5137(J) (12):

Passwords nust not be displayed on the video display term nals or
har dcopy devices. Ensure that the conputer operators, acting

wi t hout authority, are not able to display user prograns or

ci rcunvent security mechani sms.

DI SCUSSI ON

Wien written down, passwords becone nuch nore accessible to
unaut hori zed parties. A know edgeabl e person woul d assune t hat
the password was witten down and search the work area of the
enpl oyee who regularly uses it. Typical places to | ook would

i ncl ude cal endar pads, blotters and little slips of paper.

Rl SK ANALYSI S:

This is another finding relating to a | ack of proper password
managenent. The risk analysis and cost-benefit analysis of this
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i ssue are contained in Finding 3. 3-1.
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
N A

RECOMMVENDATI ON:

Establish and enforce a policy that passwords are not to be
witten down.

FI NDI NG 3. 2. 1. 2. 3-3:

There is no effective control over nmail which nay be addressed to
specific field office enpl oyees and which nmay contain checks nade
out to those enpl oyees.

RELATED CONTROL STANDARD 5137(K) (5):

During non-wor ki ng hours, Unenploynent |nsurance Bureau-rel ated
work materials nust be stored in a secure area, such as an entire
floor or room In the event that this access control can be

achi eved by securing the entire building, it is not necessary to
apply restrictive nmeasures to individual |ocations within the
bui | di ng.

DI SCUSSI ON:

Cccasional Iy an Unenpl oynent | nsurance Bureau claimant wl|
attenpt to reinburse SOES for an overpaynent nade on a cl ai m by
witing a check to a specific SOES enpl oyee. In the absence of
controls, the enployee can cash the check and pocket the noney.
He could do this with relative inmpunity when the overpaid anount
is less than $50 because recoupnent of such small anpunts is not
pursued beyond the mailing of a single letter requesting
repaynent .

RI SK ANALYSI S:
An enterprising cash disposition clerk could attenpt to increase
the likelihood that checks woul d be addressed to and/ or nade out

to him He could then cash all such checks he received.

In the worst case a clerk m ght nanage to receive 100 checks per
year worth about $100 each for a total of $10K
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As this is not a difficult thing to do, we choose the AFE for this
formof fraud and abuse fromthe high end of the range, .09.

The ALE is then $10K x .09 = $900.
SUGCESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S

By requiring all staff nenbers to open personally addressed mail
received at the office in the presence of a supervisor, the ALE
w Il be reduced by 95%

The reduced ALE will then be .05 x $900 = $45.

The safeguard cost will be essentially zero. The resulting
savings is then $860 per year.

See the risk anal ysis worksheets in Section B.13 of Appendi x B.
RECOMVENDATI ON

Require that mail addressed to individual enployees be opened by
mai | room personnel or in the presence of a second party. Require
al so that enpl oyees not intentionally direct personal mail to the
SOES addr ess.

3.2.1. 2. 4 TELEPHONES
BACKGROUND AND | NTRODUCTI ON:

The Tel ephone unit operates under the sane general supervisor as
the Cash Disposition Unit. The unit responds to tel ephone
inquiries related to Unenpl oynent |nsurance Bureau clains. A Rolm
Automated Call Distribution (ACD) System detects incom ng calls,
routes themto avail able unit personnel and places excess calls on
hol d. The ACD System has a control keyboard and a CRT displ ay.

It reports statistics on its operations. There are 12 eastern
state WATS lines, 4 western state WATS lines and 5 | ocal |ines.

FI NDI NG 3. 2. 1. 2. 4-1:

Addr ess changes are accepted from Unenpl oynent | nsurance Bureau
cl ai mants over the tel ephone.

RELATED CONTROL STANDARD 5137(N) (13):

Make sure of the identity of outside personnel into whose
possessi on Unenpl oynent | nsurance Bureau data are to be rel ease.
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Special attention should be given to rel ease of personnel
i nformation by tel ephone either within the organi zation or to the
peopl e out si de.

DI SCUSSI ON:

The address associated wth the payee of a claimconstitutes
sensitive information as it specifies where potentially |arge
anounts of noney will be sent. Persons having the ability to
mani pul ate such address information in effect have the ability to
control the disbursenent of Unenpl oynment | nsurance Bureau benefit
f unds.

To change a claimant's address by tel ephone, a caller nust know
only the claimant's nane, address and registration nunber,
information which is easily acquired.

A clever swindler would find a way to get the necessary
information for a relatively large claimand change the address to
one not associated with him personally but which he could nonitor
for delivery of the benefit check. Wen the check arrived, the
swindler would steal it formthe mail box unbeknownst to the owners
and cash it.

Rl SK ANALYSI S:

to make such an operation worthwhile, a sw ndler woul d probably
target larger clains only. He could get the necessary information
by taking a janitorial job in a private enpl oynent service and
using his access to the facility to gain access to applicant
records.

Wth careful planning, the swindler mght divert 1,000 or nore
checks worth $100,000 total over a short period of time. The
operati on woul d have to be abandoned by the tinme the intended
payees reported non-recei pt of their checks because the resulting
i nvestigation would soon focus on the private enpl oynent service
itself.

The sanme type of operation m ght be carried out over a | onger
period of time at nultiple facilities. |In this case the sw ndler
woul d divert only one check formeach facility in order to keep
hi s nodus operandi secret.

The AFE for fraud and abuse of .006 applies. The |ow end of the
scal e is used because of the conplicated nature of the fraudul ent
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activity.
The ALE is $100K x .006 = $600.
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

One suggested safeguard is to require change of address request to
be in witing over the signature of the claimant. This would foil
casual swindlers not wwlling to spend a lot of tinme and energy on
their attenpted fraudulent activity, but it would not deter the
serious con artist described above who woul d have access not only
to the claimant's personal data but also to copies of his

si gnat ure.

A nore effective safeguard would be to issue each claimant a
secret password or nunber to be used as an authorizing code for
address changes and ot her transactions of inport. Such a
mechani smis al ready being used by banks, especially those with
automated teller termnals.

This latter safeguard should reduce the ALE by 95%to $30.

The cost of the safeguard is estimated at 3 staff-nonths for
progranm ng nodifications to CUS to generate, use and store the
secret codes, plus 1 staff-nonth of administrative tine and $10K
for notification of the claimant. W have used $30K sal ary and
100% over head for programm ng changes and a grad 30 salary and 25%
overhead for adm nistrative tinme. This anounts to (1/4 x $30K x
2.0 + 1/12 x $19,947 x 1.25) + $10K = $27K

This safeguard is clearly not cost-effective. A |ess expensive
approach would be to record several itens of information known
only to each claimant and ask the claimant to supply one or nore
of these itens when he requests an address change. The cost of
this safeguard woul d be about one man-week of programr ng at an
annual rate of $30K and 100% overhead or $30K x 2.0 x (1/52) =
$1. 2K

The ALE will be reduced by 95%to $30.

The 5-year savings will be ($600 - $30) x 3.79 - $1.2K = $1K
See the risk analysis worksheets in Section B.14 of Appendi x B.
RECOVIVENDATI ON:

Use personal information to validate the caller's identity. Send
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notification of the address change to the ol d address.
3.2.1.2.5 AUDI TI NG TRAI NI NG
BACKGROUND AND | NTRODUCTI ON:

The Auditing Unit for each functional area of operations at the
Twoville field office reports to the general supervisor for that
functional area. All auditing is for the purpose of quality
contr ol

FINDI NG 3.2.1.2.5-1

Auditors in the Twoville field office report to the heads of the
units they audit.

RELATED CONTROL STANDARD 5137(C) (3):

Simlar concepts of split duties nust be used in critical controls
and financial functions. For exanple, special controls involving
nore than one person nust be established over blank an voi ded
checks.

DI SCUSSI ON:

There is a conflict of interest when the supervisor of a
particul ar function also has control over the auditing of that
function. An overly anbitious supervisor could attenpt to nmake
the performance of his people | ook better than it really was by

i nfluencing the activity of the auditors. |In particular, the
supervisors can prevent the auditors formincreasing the |evel of
surveill ance of particul ar enpl oyees.

It is our opinion that audit activities should be totally
i ndependent of the function being audited.

Rl SK ANALYSI S:

Because there is no opportunity here for direct material gain, we
select the AFE to be .006, the low end of the range for fraud and
abuse.

| f a supervisor is able to control the auditing activity and gain
access to the auditors' detailed work schedules, he m ght be able
to warn clainms processors that a particular day's work will be
reviewed so that they an be at their best performance |evel.
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For the renmmi nder of the time the processors would naturally tend
to put speed ahead of quality, knowi ng that they will not be
audited and that incentive pay is avail able for exceeding the
producti on standards.

The result would be an excessive error rate by all affected
processors on non-audit days. It would be reasonable to assune
that the excessive errors would require half an hour per day per
processor to correct. This nmeans that 1/2 / 8 = 1/16 of each
processor's working tinme would be wasted. There are approxi mately
180 processors (not counting the Tel ephones Unit) at the Twoville
and Threeville field offices. Their average pay is about $5.50
per hour. Using the overhead rate of 25% their total yearly cost
to SCES is 180 processors x 1.25 overhead x $5.50/hr x 8 hrs/day x
5 days/wk x 52 wks/yr = $2.5M

The ALE is .006 x $2.5M = $15K.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is to reorganize the Twoville and Threeville field
offices so that the auditors report directly to the respective
of fice managers. This safeguard should have a negligible one-tine
cost and shoul d reduce the ALE by 95%

The savings will then be ($15K - $1.5K) = $14K per year.

See the risk analysis worksheets in Section B.15 of Appendi x B.
RECOVIVENDATI ON:

The auditors should report directly to the field office nmanager.
3.2.1.2.6 TSI SUPPORT

BACKGROUND AND | NTRODUCTI ON

The TSI support function at Twoville is very simlar to that at
Fourville. An onsite systens anal yst trainee assists the field

office staff with software problens and | ocal hardware problens.

We found no problens with the practices and procedures of the TSI
support personnel at Twoville.

3.2.1. 2. 7 PERSONNEL
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BACKGROUND AND | NTRODUCTI ON

The Personnel Unit (1 person currently assigned) handles all
personnel matters for the Fourville and Twoville field offices.

3.2.1.3 THREEVI LLE FI ELD OFFI CE

BACKGROUND AND | NTRODUCTI ON.

The Threeville field office is currently responsible for the
direct data entry of clainms as well as the correspondence
processi ng associated wwth these clains. Eventually, Threeville
wi Il handle all aspects of the processing of these clains.

FI NDI NG 3. 2. 1. 3-1:

The nain entrance of the Threeville field office is not nonitored
during the early norning and | ate afternoon.

RELATED CONTROL STANDARD 5137(N)(2):

Control must also be maintained in other Unenpl oynent |nsurance
Bureau work areas over the presence of visitors, and the presence
of enpl oyees after normal working hours.

DI SCUSSI ON:

This problemis simlar to that of Finding 3.2.1.1-2. Because the
Threeville field office has other physical access control

probl ens, however all are treated together in Finding 2.7-4. The
ri sk anal ysis and cost-benefit analysis are omtted here as they
woul d be repetitive.

Rl SK ANALYSI S:

N A

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOVIVENDATI ON:

Ensure that the reception area is staffed at all tines when the

mai n entrance door is unlocked. Alternatively, install a bell or
ot her signaling device which will sound when the door is opened
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fromthe outside.
FI NDI NG 3.2.1. 3-2:

Docunents describing restricted access software are not given
special protection at the Threeville field office.

RELATED CONTROL STANDARD 5137(N)(1):

Al'l the Unenpl oynent | nsurance Bureau assets and rel ated
operations nust be secured agai nst unauthorized access; this

i ncludes sensitive data in transit within the organization.

DI SCUSSI ON:

This problemis identical to that of Finding 3.2.1.2-4. The risk
anal ysis and cost-benefit analysis of that finding take both
Twovi |l e and Threeville into account and are not repeated here.
Rl SK ANALYSI S:

N A

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

RECOMVENDATI ON

Access to restricted software should be controlled through
passwords or user security profiles, not through the secrecy of
operating procedures. In the present situation, the restricted
docunments shoul d be stored in | ocked desks or cabinets.
3.2.1.3.1 DATA ENTRY

BACKGROUND AND | NTRODUCTI ON

The direct data entry function is carried out by six units
currently operating under a single general supervisor. A
correspondence unit and a training and auditing unit al so report

to the sanme supervisor

We found no problens with the practices and procedures of this
unit.

3.2.1. 3. 2 CORRESPONDENCE

BACKGROUND AND | NTRODUCTI ON
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There is a single Correspondence Unit at Threeville which reports
to the sanme general supervisor as the six data entry units and the
Training and Auditing Unit.

Probl ens related to correspondence processing are simlar to those
at Twoville. See Section 3.2.1.2.2 for details.

3.2.1.3.3 AUDI TI NG AND TRAI NI NG
BACKGROUND AND | NTRODUCTI ON:

This unit perfornms quality control audits of the data entry and
correspondence functions and trains newly hired personnel in these
areas as well as in the auditing area.

The unit reports to the sanme general supervisor as the six data
entry units and the Correspondence Unit.

FI NDI NG 3. 2. 1. 2. 3-1:

The Correspondence Unit auditor reports directly to the head of

t he Correspondence Unit at the Threeville filed office. The data
entry auditors report to the General Supervisor of the data entry
units.

RELATED CONTROL STANDARD 5137(C)(4):

Simlar concepts of split duties nust be used in critical control
and financial functions. For exanple, special controls involving
nore than one person nust be established over blank and voi ded
checks.

DI SCUSSI ON:

Supervi sion of both an operation and the auditing of that
operation represents a conflict of interest. This finding is
simlar to finding 3.2.1.2.5-1. Supervisors of operational units
shoul d not be allowed to challenge the activities of the auditors
as they can at the Threeville field office.

Rl SK ANALYSI S:

The analysis is done under Finding 3.2.1.2.5-1 and is not repeated
her e.
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SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

See Finding 3.2.1.2.5-1

RECOMVENDATI ON:

Al auditors should report directly to the field office manager.
FI NDI NG 3. 2. 1. 3. 3-2:

The Traini ng/ Audi ting supervisor nust relinquish nost auditing
responsibilities to the General Supervisor when training classes
are in session.

RELATED CONTROL STANDARD 5137(C) (4):

Simlar concepts of split duties nust be used in critical control
and financial functions. For exanple, special controls involving
nore than one person nust be established over blank and voi ded
checks.

DI SCUSSI ON:

The training and auditing workloads are too heavy for a single
person when training classes are in session. The Ceneral
Supervi sor nust assunme the audit role at such tinmes. This results
in a potentially non-uniform approach to auditing and a nore
serious conflict of interest than is nornmally the case.

The finding is closely related to Finding 3.2.1.3.3-1.
Consequently, the risk analysis is not repeated here.

RECOMVENDATI ON:

Assign the audit responsibility to a single person reporting
directly to the field office nmanager.

3.2.1.3.4 TURNKEY SYSTEMS I NC. (TSI) SUPPORT

BACKGROUND AND | NTRODUCTI ON:

In addition to software and | ocal hardware support, TSI provides
and staffs a data center at Threeville which is co-located with

the SCES field office.

The data center operates two i ndependent | BM 4341 nmai nfranes which
accumul ate transactions from Twovill e, Threeville and Fourville as
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well as the other field offices and transmt themto the TSI Min
Data Center in Capitaltown. Each system can serve as backup for
the other. |If the dedicated lines to Capitaltown go down,
connection can be re-established through a dial backup capability.
When the mainframe in Capitaltown in down, the Threeville Data
Center can continue to accept and store transactions until it is
br ought onl i ne agai n.

The overall systens design provides for such excellent backup that
| oss of the data entry capability (except due to power failure or
virtual destruction of the Threeville Data Center) is extrenely
unl i kel y.

FI NDI NG 3. 2. 1. 3. 4-1:

The backup A/C unit for the Threeville Data Center is not
periodically tested.

RELATED CONTROL STANDARD 5137(Q) (4):

In the event of a disaster or disruption, the conputer facility
and the backup facility nust have the capability to function
normal ly with mninmal delay or |ost processing tine.

DI SCUSSI ON:

The backup A/C unit is on the roof. Although there was an

i nstance when the main AACunit failed and the backup unit did not
respond, the backup unit is still not subjected to periodic
testing or rotated into regul ar operational use.

Rl SK ANALYSI S:

Failure of the backup A/C unit could force a halt to operation of
the Threeville Data Center. Experience has shown that with
exhaust fans, the center cent operated for about three hours after
an A/ C failure. That should be sufficient tine for an AIC
serviceman to fix a mnor problem Mjor problens requiring
special parts nay take longer. W estimate that such probl ens
can be expected once per year and will require a full day to
repair. Mst of that tinme would be spent awaiting the arrival of
parts. The AFE is thus 1. The loss to SCES would be 5 hours of
processi ng which would then have to be done in overtine. The
addi tional cost would be half the regular pay of about 97 DDE
processors and 16 correspondence processors. The average hourly
rates are about $5.85 for DDE and $6 for Correspondence.
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The | oss would be 5 hrs x 1.25 overhead x [(97 data entry
processors x $5.85/hr + (16 corr. processors x $6.00/hr)] = $4. 1K

The ALE is thus $4.1K x 1 = $4. 1K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

Regul ar testing of the backup A/AC unit wll elimnate the problem
entirely and wll cost a negligible anount.

The ALE will be reduced to $0. The savings will be $4. 1K per
year.

See the risk analysis worksheets in Section B.16 of Appendi x B.
RECOMMENDATI ON:

Test the backup A/C unit on a regul ar basis.

FINDING 3.2.1.3.4-2

Visitor access records are not kept at the Threeville Data Center.
RELATED CONTROL STANDARD 5137(N) (9):

Access to all EDP operation areas is to be controlled and a record
mai nt ai ned of access by other than EDP operations personnel.
(Permanent onsite mai ntenance personnel and desi gnated pickup and
delivery personnel are considered "operations personnel ™.

DI SCUSSI ON:

Wt hout access records it is inpossible to nmake a connection
bet ween security violations discovered after the fact and the
presence of visitors who may have been responsi ble for the

vi ol ati ons.

Rl SK ANALYSI S:

Al t hough no access records are kept, visitors to the Threeville
Data Center are few and generally have official business there.

It is very unlikely that such a visitor would attenpt to cause any
harm W assign an AFE of .001 taken fromthe | ow end of the
scale for terrorismand other destructive acts.

Because we are exam ning a problemin which the presence or
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absence of visitor records is a determning factor, the danage
done by our hypothetical visitor would have to be such as not to
beconme evident until well after his departure, but this is not a
difficult matter.

The | oss to SCES would be the loss in processing tine resulting
from any danmage done to the Threeville Data Center. As nuch as
two weeks mght be lost if a difficult to replace item of

equi pnent wee invol ved.

The cost to nmake up these two weeks in overtinme would be 1.5
overtime x (130 staff) x (1.25 overhead) x (2 wks) x (40 hrs/wk) x
$6/ hr = $117K

The ALE is then $117K x .001 = $120.
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

Visitor access records should be kept. The cost would be
negligible for such a small data center. The savings would result
fromusing the access records to trace the identity of a
mal ef actor and obtain restitution. Part of the restitution would
be the cost of the overtine operations nade necessary by the
destructive act.

The records woul d reduce the ALE by only 50% because it is not at
all certain that a problem can be connected with a particul ar
visitor even if his identity is known.

The new ALE is $60. The savings will be ($120 - $60) - $0 = $60
per year.

See the risk analysis worksheets in Section B.17 of Appendi x B.
RECOVIVENDATI ON:

Keep records of visitor access to the Threeville Data Center.
FI NDI NG 3. 2. 1. 3. 4-3:

There are no underfl oor water detectors at the Threevill e Data
Center.

RELATED CONTROL STANDARD 5137(0O):

Val uabl e equi pnment or sensitive data nust be separated from
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hazards if other safeguards are not feasible or cost effective
(e.g., relocate kitchen out from under conputer room or tape
library away from heating plant boilers.)

DI SCUSSI ON:
The risk analysis for this finding is included under Finding 2.2-1
and is not repeated here. This finding is especially significant
inlight of the potential for flooding at the Threeville field
office location identified in Finding 2.2-1.

Rl SK ANALYSI S:

N A
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOVMVENDATI ON:

Install underfloor water detectors at the Threeville Data Center.
3.2.1. 3.5 PERSONNEL

BACKGROUND AND | NTRODUCTI ON:

Per sonnel services at Threeville are provided by a representative
who reports to the Sixville area office of SCES.

We found no problens in the practices and procedures of this unit.
3. 2.2 UNEMPLOYMENT | NSURANCE BUREAU MANAGEMENT SERVI CES
BACKGROUND AND | NTRODUCTI ON:

This group oversees the generation and distribution of about 30
peri odically produced reports required by DOL/U S and SCES. Al
are derived from conputer output.

The group is also responsible for the devel opnent, mai ntenance and
enhancenent of the detail ed clains processing procedures used in
headquarters and the three field offices.

Managenent Services is additionally devel opi ng and marketing two
el ectronic clains subm ssion systens. One will allow enployers to

submt wage record data on nmagnetic tape. The other will allow
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themto submt the data online via tel ephone.

Unenpl oynent | nsurance Bureau Managenent Services al so acts as an
interface between the SCES Unenpl oynent | nsurance Bureau and TSI
for directing the CU S devel opnent, enhancenent and mai nt enance
functions. The group coordi nates and approves change requests
within SCES, transmts themto TSI and nonitors and eval uates the
resul ting programm ng effort.

The group is lastly responsible for the maintenance of various
conputer files including enployer and cl ai mant correspondence and
the full range of edit and audit tests which are applied to all

i ncom ng Unenpl oynent | nsurance Bureau cl ai ns.

We found no problens with the practices and procedures of this
of fice.

3.2.3 LI Al SON AND EMPLOYER AUDI T AND REVI EW

BACKGROUND AND | NTRODUCTI ON:

This group acts as an interface between the Unenpl oynent |nsurance
Bureau and all other organi zational elenents including DOL/U S and
ot her SCES departnents such as Accounting which provide services

to the Unenpl oynent | nsurance Bureau.

The group al so conducts fair hearings on appeals by clai mants of
t he handling of Unenpl oynent | nsurance Bureau cl ai ns.

In the area of enployer audit and review, the group perforns
initial reviews and periodic audits. It also operates a Program
Integrity Unit to collect information on instances of fraud and
abuse and pass it on to the appropriate authorities.

3.2.3.1 EMPLOYER AUDI T AND REVI EW

BACKGROUND AND | NTRODUCTI ON:

This Section consists of the Initial Enployer Review Unit,
Enpl oyer Audit Unit, and the ProgramlIntegrity Unit.

3.2.3.1.1 INTIAL EMPLOYER REVI EW UN T
BACKGROUND AND | NTRODUCTI ON:

This unit collects profile, staffing and salary data on new
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enpl oyers and enters it into the conputer systemthrough CUS. A
profile analysis programthen conpares this data to statisti cal
averages of data initially supplied by enployers later caught in a
variety of fraudul ent schenes. The program assigns a risk code
which then controls the triggering of future reviews of the

enpl oyer.

We found no problens with the practices or procedures of this
unit.

3.2.3.1.2 EMPLOYER AUDIT UNI' T
BACKGROUND AND | NTRODUCTI ON:

This unit carries out reviews of wage record reporting and tax
paynments which fail the CU S audit criteria and of clains

i nvol ving enpl oyers who are on revi ew because of suspected
irregularities in their tax paynent procedures.

When a discrepancy is found, the enployer involved nmay be referred
to a reviewer, placed on chargeable clains review, or referred to
ProgramIntegrity. Alternatively, recoupnment action may be
initiated or consultation nmay be sought with the of fending

cl ai mant .

FI NDI NG 3. 2. 3. 1. 2- 1:

It would be possible for a reviewer to forma conspiracy for
pur poses of fraud with an enployer for who he's responsible.

RELATED CONTROL STANDARD 5137(C) (1):

Organi zations nust enploy effective nmeasures, consistent with
their operational environnent, to limt the potential for

unassi sted fraud. For exanple, a conputer consol e operator should
not be allowed to wite progranms and introduce theminto the
system or to introduce any progranms not authorized by soneone
responsi ble for internal control, such as the tape librarian.

Furt her exanples of duties that should not be assigned the sane
enpl oyee at the sane tine are scheduling, operating, progranm ng,
storage, and the library functions; nor should enpl oyees be
al l owed to performunassi gned duties that m ght increase their
range of activities.

DI SCUSSI ON:

http://www.ows.dol eta.gov/dmstree/uipl/uipl 87/uipl_4287a.htm (65 of 104)3/7/2008 8:06:01 AM



Attachment to UIPL 42-87

I n nost situations, a SOES enpl oyer reviewer could not conspire
with an outsider to process clains in a fraudul ent nanner because
he coul d not guarantee that the fraudul ent clains would be
assigned to himfor review

However, for sone industries, there is only one reviewer assigned.
Wien a claimdeals with a particular industry, the one qualified
reviewer is assured of processing it.

Rl SK ANALYSI S:

The potential for fraud here is estimted at $100K per year. This
figure is obtained by estimating the size and nunber of clains
that woul d be fraudulently processed in the course of a year.

Smal |l clainms would not be worth the effort. An excessive nunber
of clainms would be dangerous. W have estimated 1000 cl ai ns per
year at $100 each.

Because of the need for a conspiracy in this case, an AFE of .006
has been chosen, the | ow end of the range for fraud and abuse.

The ALE is $100K x .006 = $600.
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

Ensure that nore than one reviewer is available for each industry.
This will create an effective separation of duties in that no one
person will then have full control over one particul ar aspect of
enpl oyer revi ew.

The cost of adding reviewer staff should be negligible as all are
paid on the basis of work done, not as full-tinme enpl oyees of
SCES.

Thi s saf eguard shoul d reduce the AFE by 75% Even with additional
reviewers, sone clainms will find their way to a conspirator.

Those that do not will nost likely be denied if they are

unj usti fi ed.

Because of this possibility of denial, fraudulent clains will have
to be nore subtly prepared and | ess frequently submtted. The new
ALE woul d be 200 clains by $100 claimx (.006 x .25) = $30.

The savings will be ($600 - $30) = $570.

See the risk analysis worksheets in Section B.18 of Appendi x B.
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RECOMVENDATI ON:

Provi de nore than one possible processor for each aspect of clains
processi ng.

3.2.3.1.3 PROGRAM | NTEGRI TY
BACKGROUND AND | NTRODUCTI ON:

Program Integrity collects information fromall avail abl e sources
concerning fraud and abuse in the Unenpl oynent |nsurance program
About 440 cases per year are handled. O these, 380 prove to be
false alarns. The renmaining 60 are reported to the State
Departnment of Justice (SDQJ). O these, 10 are eventually cleared
and SDQJ directs SCES to pursue recoupnent in the other 50.

We found no problens with the practices and procedures of this
unit.

3.2.3.2 LI Al SON

BACKGROUND AND | NTRODUCTI ON:

This group acts as an interface between the Unenpl oynent |nsurance
Bur eau and ot her organi zational el enents having dealings with or
provi ding services to the Unenpl oynent Insurance Bureau. This

i ncl udes ot her SOES departnents, DOL/U S and ot her external

gr oups.

The group al so processes appeal s of Unenpl oynent | nsurance Bureau
cl ai ns dispositions through the Fair Hearings Section.

3.2.3.2.1 LI Al SON
BACKGROUND AND | NTRODUCTI ON:

This section provides the interface with other el enents descri bed
in Section 3.2.3.2.

We found no problens with the practices or procedures of this
unit.

3.2.3.2.2 FAI R HEARI NGS

BACKGROUND AND | NTRODUCTI ON:
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Thi s section processes appeal s of claimdispositions by
Unenpl oynent | nsurance Bureau cl ai mants and payees.

We found no problens with the practices or procedures of this
unit.

3.2.4 EMPLOYER TAX RECORDS
BACKGROUND AND | NTRODUCTI ON:

This office serves all of SCES's prograns. |t maintains an

i ntegrated Master Enployer File which contains information about
enpl oyers. The office is responsible for deleting enployers as
wel | as updating information on enployers already in the file.

FI NDI NG 3. 2. 4-1:

There is no effective control to ensure that enployers who cease
doi ng busi ness or |eave the area are purged fromthe Master
Enpl oyer File.

RELATED CONTROL STANDARD 5137(B)(3):

The Unenpl oynent | nsurance Bureau nust establish a retention
schedul e nonitoring procedure for all U data.

DI SCUSSI ON:

Enpl oyers who remain on the naster file although they are no

| onger active in the area could be inpersonated by individuals
attenpting to defraud the Unenpl oynent |nsurance Bureau benefit
paynent fund.

Currently, enployers are renoved fromthe file as a result of
returned mail and information received fromenployer review field
cont act s.

Rl SK ANALYSI S:

Li sts of enpl oyers who have ceased doing business in the State and
are potentially still on the Master Enployer File can be obtained

in a variety of ways requiring only a little ingenuity and effort.
For exanpl e, nost tel ephone books have |lists of enployers by trade
in the Yell ow Pages. A conparison of the current and previous

edi tions would provide the desired informtion.
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An inquiry to SOES by a concerned clai mant m ght then confirmthat
an enployer is still on file.

Continuing in this fashion, it would be possible to acquire all
the informati on necessary to use a departed enployer for the
pur pose of filing phoney cl ai ns.

As before, a reasonable tradeoff on the total nunber and size of
clainms filed in this manner woul d be about 1,000 clains per year
at $100 per claimor $100K per year. The middle of the frequency
scale for fraud and abuse yields an AFE of .0S3.

The ALE is then $100K x .03 = $3K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is to devise a set of procedures to ensure the
currency of the Master Enployer File. This mght include periodic
verifications that enployers are still doing business in The State
and coul d be done on the basis of the potential for fraud
presented by the dollar volunme of Unenpl oynent |nsurance Bureau
clains being filed by the term nated enpl oyees of particul ar

enpl oyers. W estimate that this safeguard would cost two staff-
weeks of devel opnent effort at the grade 32 | evel and one hour per
day of CRT operations at the OE | evel to process the verification
transacti ons.

The cost would be 1.25 overhead x 80 hrs x $10.44/hr = $1K for
devel oprment (one-tine) and 1.25 overhead x 5 days/wk x52 weeks x 1
hr/day x $7.45/ hr = $2.4K per year for verification processing.
The ALE will be reduced by 90%to $300.

The 5-year savings will be 3.79 x $3K - 3.79 x $300 - 3.79 x $2.4K
- $1K = $160.

See the risk analysis worksheets in Section B.19 of Appendi x B.
RECOMVENDATI ON:

| nvestigate ways to inprove the accuracy and currency of the
Mast er Enpl oyer File.

FI NDI NG 3. 2. 4- 2:

Al t hough signatures are required on docunents requesting Master
Enpl oyer File updates, the signatures are not verified.
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RELATED CONTROL STANDARD 5137(K) (5):

Est abl i sh appropriate controls over all sensitive data entering or
| eaving the facility, enploying a systemthat w Il preclude
erroneous or unaut horized transfer of data, regardl ess of nedia or
format. These controls nust include the maintenance of a record
for the |l ogging of shipping and receipts, and periodic
reconciliation of these records.

DI SCUSSI ON:

Wthout verification, inpostors could cause changes to be nade to
the Master enployer File which result in funds being diverted from
the intended recipients. Signature verification does not require
prof essi onal handwiting analysis. It is done as a matter of
course by store clerks who receive checks from custoners.

Rl SK ANALYSI S:

This finding goes hand-in-hand with Finding 3.2.4-1 above. Once a
swi ndl er determ nes the nanme of an enployer he can exploit, he
nmust either change the enployer's address so that the can control
correspondence with SOES. The approach he takes will depend on
whet her or not he has access to |l egitinmate Unenpl oynent | nsurance
Bureau cl aimants as well as other considerations.

W feel that the two findings are so closely related that separate
ri sk anal yses woul d unreasonably inflate the | oss potenti al

associ ated with i nadequacies in Master Enployer File managenent.
Consequently, the quantification of this finding is included in
finding 3.2.4-1.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOVIVENDATI ON

Verify signatures on Master Enployer File update requests.

3.3 TURNKEY SYSTEMS | NC. SOFTWARE SUPPORT ( HEADQUARTERS)
BACKGROUND AND | NTRODUCTI ON.

This TSI group operates under Unenpl oynent |nsurance Bureau
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contract to provide all software support services for the

Conpr ehensi ve Unenpl oynent | nsurance System (CUIS). CU S consists
of a nunber of online and batch subsystens. There are about 1,680
nmodules in CUS, 70% of which are in assenbly | anguage and 30% i n
COBOL. Altogether, there are about 4.2 mllion lines of source
code in CU S.

The TSI Software Support G oup consists of three

devel opnent / mai nt enance teans in capitalville, three teans in
Sevenville, an Industrial Engineer, a Custoner Support Unit which
provi des onsite technical assistance in the field offices and the
Threeville Data Center staff.

FI NDI NG 3. 3-1:

There is no effective separation between CU S devel opnent, testing
and mai ntenance activities and production operations.

RELATED CONTROL STANDARD 5137(C)(1):

Organi zations nust enploy effective neasures, consistent with
their operational environment, to limt the potential for

unassi sted fraud. For exanple, a conputer consol e operator should
not be allowed to wite prograns and introduce theminto the
system or to introduce prograns not authorized by soneone
responsi ble for internal control, such as a tape librarian.

Further exanples of duties that should not be assigned the sane
enpl oyee at the sanme tine are scheduling, operating, programm ng,
storage, and the library functions; nor should enpl oyees be
al l owed to performunassi gned duties that m ght increase the range
of their activities.

RELATED CONTROL STANDARD 5137(C) (3):

Test data nmust not contain actual information which can be |inked
to specific individuals. |If old files containing personal data
are used, nanes, addresses, and other identifiers nust be nodified
to make the personal data neani ngl ess, unless a parall el
production run is being performed using |live data.

DI SCUSSI ON:

Separation of duties is an inportant control which can be used to
hi nder fraud and abuse by enpl oyees. It requires that no single
enpl oyee be given all the authorities that woul d be

necessary to transfer assets outside the organization or to nake
changes in operational procedures or the controls over operational
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procedures.

|f a single enployee had the ability to wite a check on Bureau
funds, for exanple, he could convert those funds to his own use.

| f a single enployee had the authority to nodify the code of the
CU S systemand to enter transactions which would result

in the paynent of Unenpl oynent |nsurance Bureau benefits, he
could easily arrange for his own fraudulent clains to by pass
edits and audits and be paid.

| f, however, such critical duties and authorities are split anong
two or nore enployees, collusion will be required in order to
defraud the organi zation successfully. [If is always nore
difficult to effect a crimnal partnership than to operate al one.
One can never be certain that a co-worker will not imediately
report an attenpt to solicit his assistance in a crimnal venture.

Even if a partnership can be successfully fornmed, all parties nust
be constantly concerned about the possibility of being doubl e-
crossed or betrayed.

The issue of this finding is that separation of duties is not
effectively used to isolate software devel opnent, nai ntenance and
testing activities from producti on operations.

It is generally accepted good practice to assure that al
production software is approved by two or nore

devel opnment / mai nt enance anal ysts prior to being placed into
production and that one in production those anal ysts be restricted
fromfurther nodifying the software.

The devel opnent / mai nt enance personnel should at no tine have
access to the production data files.

Modi fi cations should be triggered only by an assessnent fromthe
use or production operations personnel that the software i s not
functioning properly or that changes are required.

When such an assessnent is nmade, copies of the affected production
sof twar e nodul es shoul d be passed by production operations to
devel oprment / mai nt enance personnel. The sane formal approval cycle
Is then used again in returning these nodules to production after
t hey have been nodified and tested.

In the case of SCES Unenpl oynent | nsurance Bureau Operations, the
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TSI personnel who devel op, naintain and test CU S al so have ful
access to the operational Unenpl oynent |nsurance Bureau data
files. It is also possible for a single TSI analyst to nake code
nodi fications to CU S without review by a second party. Although
t he anal yst could not personally inert the nodifications into the
production software library directly, he could obtain all the
necessary approvals based on his word and on the success of
testing.

It would thus be possible for a software anal yst to make
surreptitious changes to CU S which would leave CUS wth its full
i ntended functionality but which would also allow the analyst to
subvert the system under circunstances known only to him W do
not nean to inply that any personnel currently working wiwth CU S
woul d abuse their position in this way. W do nean to state that
the controls necessary to prevent such an abuse of trust are not
present.

As an exanpl e of how an unscrupul ous software anal yst m ght
proceed, consider the follow ng scenario. The analyst, intent on
defraudi ng the system uses his know edge of CU S to determ ne
what ki nds of changes would hel p himand where in CU S those
changes woul d have to be applied. After formng a |list of such
potential changes, he waits until he is assigned a snal

mai nt enance task (one not likely to be reviewed by ot her anal ysts)
i nvol ving the nodul e or nodul es he wi shes to change. He then
makes the required changes as well as his own secret changes.

The secret changes will be such that they will have no effect on
CU S operation unless invoked by a predeterm ned pattern of clains
data, a special codeword entered at a CRT term nal or sone other
ci rcunstance unlikely to arise by chance.

Consequently, testing will not reveal the presence of the secret
changes. Because the changes are not desk-checked by a second
anal yst, they will not be discovered and will be installed in the

production CU S system

The anal yst can then use his ability to enter transactions into
the production CU S systemto put his secret changes to work.

Rl SK ANALYSI S:

Because of the lack of separation of access to CU S production
sof tware and Unenpl oynent | nsurance Bureau data files, the

Unenpl oynent | nsurance Bureau benefit fund is vulnerable to fraud
and abuse by software support personnel.
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The | oss potential in this case is th full $500K reported by the
FBI to be the average loss resulting froma conputer fraud. W
use the higher figure here because of the unique potential for
abuse resulting fromthe accessibility of both CU S prograns and
Unenpl oynent | nsurance Bureau data files.

The AFE taken fromthe mddle of the range of frequencies for
fraud and abuse is .03.

The ALE is $500K x .03 = $15K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The suggested safeguard is to apply the principle of separation of
duties. TSI software support personnel should have full access to
the devel opnent version of the CU S software but not to the
production version and not to the producti on Unenpl oynent

| nsurance Bureau data files.

Data file access should be limted to SOES personnel and/or TSI
personnel who do not have access to the CU S software.

Achi eving the goal of separation of duties in the software area
will require an analysis of the present situation, a plan for
real i gnment of activities and possibly sone additional staff tine.

We estimate the cost to be 3 staff-nonths of analysis and pl anni ng
and one staff nenber quarter-tinme to coordi nate software support
with data file access.

W have used a salary of $30K and 100% over head for the anal ysis
and planning task and a grade 30 salary with 25% overhead for the
coordi nati on tasks.

The safeguard thus has a one-tine cost of 1/4 yr x 2.0 overhead x
$30K/yr = $15 and a continuing cost of 1/4 yr x 1.25 overhead x
$19, 947/ yr = $6. 2K

The ALE should be reduced by 90%to $1.5K

The 5-year savings will be 3.79 x ($15k - $1.5K) - 3.79 x $6.2K -
$15K = $13K

See the risk analysis worksheets in Section B.20 of Appendi x B.
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RECOMVENDATI ON:

Provide for the effective separation of the devel opnent
mai nt enance and testing of application systens and the production
operation of those systens.

FI NDI NG 3. 3- 2:

It is possible for a single person to carry out all steps
necessary to insert a software nodification into the production
CU S system wi t hout independent review

RELATED CONTROL STANDARD 5137(C) (1):

Organi zations nust enpl oy effective neasures, consistent with
their operational environnent, to limt the potential for

unassi sted fraud. For exanple, a conputer consol e operator should
not be allowed to wite progranms not authorized by soneone
responsi ble for internal control, such as the tape librarian.
Further exanples of duties that should not be assigned to the sane
enpl oyee at the same tine are scheduling, operating, progranm ng,
storage, and library functions; nor should enpl oyees be allowed to
perform unassi gned duties that m ght increase the range of their
activities.

DI SCUSSI ON:

This finding actually represents one aspect of Finding 3.3-1
above. It is |listed separately because it can be addressed
separately. However, for risk analysis purposes, this finding
will be treated as part of Finding 3.3-1.

RECOVIVENDATI ON:

Ensure that all changes, additions and deletions to production
CU S software are reviewed by at | east one anal yst not involved in
their preparation.

FI NDI NG 3. 3- 3:

Journalization of CU S transactions is inconplete.

RELATED CONTROL STANDARD 5137(H)(1):

Every attenpt to update the data file nust be | ogged to both the

| ocation and the individual doing the updating. The log or the

journal nust show what information was changed and the date. Such
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journal s nmust be periodically revi ewed:
DI SCUSSI ON:

To provide for full data integrity it is necessary that every data
itembe traceable formits tinme of original entry, through al

I nternedi ate changes up to whatever tine an inquiry is nade. This
nmeans that every transaction resulting in a change to the data
item nust be recorded along with the ID of the person entering it.

This transaction journal file nust be maintained for as long as it
is intended that the integrity of the related data be accountabl e.

W were infornmed that the 10 nost recent nodifications to a SOES
Unenpl oynent | nsurance Bureau claimare journalized indefinitely
and that |less than 1% of clains would undergo so nuch change that

i nformati on woul d be | ost.

It is our opinion that journalization should be conplete.

Rl SK ANALYSI S:

The fact that only the 10 nost recent changes are saved coul d be
used to hide fraudul ent changes. The procedure would be to nake

t he fraudul ent change and then nmake 10 | egiti mate changes.

Such an approach could not be used too frequently because a
pattern of clains with excessive changes would result and m ght be
detected and i nvesti gat ed.

This techni que of suppressing journalization is one of a nunber of
techni ques which m ght support fraudul ent activity by software
support personnel (Finding 3.3-1) or by clainms processors (Finding
3.2.1.1.2-1).

A separate risk analysis of this finding would be repetitive and
has t hus not been done.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
N A
RECOMVENDATI ON:

Provide for conplete journalization of CU S transactions.
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FI NDI NG 3. 3-4:

Restricted CU S subsystens are protected by secret clerk nunbers
coded into the software.

RELATED CONTROL STANDARD 5137(J) (12):

Passwords nust not be displayed on the video display termnals or
hardcopy devices. Ensure that conputer operators, acting w thout
authority, are not able to display user progranms or circunvent
security nmechani sns.

DI SCUSSI ON:

The use of secret clerk nunbers would not constitute a problem all
by itself. The coding of the secret nunbers directly into
application software nodul es does constitute a problem however.

It results in the need to protect the source code of those nodul es
much nore stringently than would ot herw se be required.

It is normally necessary to protect source code fromlong term
access by unaut horized persons in order to prevent those persons
from becom ng sufficiently famliar with the structure of the
software to plan an attack against it.

However, secret clerk nunbers can be picked out of a source code
listing very rapidly by an experienced anal yst. Source code
contai ning such secret data nust then be protected fromvery short
term access by unauthorized parties. This of course neans that
listings cannot be |left unattended on desks for short periods of
tine.

Whet her or not it contains secret codewords, the source version of
producti on software should not be readable by all system users.
The privilege of reading as well as witing production source
should be restricted to those with a need to do so.

Rl SK ANALYSI S:

This finding concerns a weakness which could be exploited by
anyone with a knowl edge of CU S and read access to CU S source. A
separate risk analysis of this finding would be repetitive because
of its close relationship to Finding 3.3-1.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

RECOMVENDATI ON:
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Use the ACF2 Security Software to protect restricted CU S nodul es
wher e possi bl e.

FI NDI NG 3. 3-5:

The CU' S Software Support G oup does not enforce periodic changes
of passwords and permts the selection of passwords wth mmenonic
val ue.

RELATED CONTROL STANDARD 5137(J) (11):

Passwords nmust be nodified at periodi c unannounced intervals, when
an individual changes positions, and when a security breach is
suspect ed.

DI SCUSSI ON:

Passwords with mmenoni ¢ val ue are nmuch nore easily guessed than
random passwords. Passwords should be sel ected through the use of
random nunber generators. The resulting character strings can be
selected in such a way that they are pronounceabl e but shoul d
consi st of nonsense syllables only.

Rl SK ANALYSI S:

This is another vulnerability which can be exploited by persons
famliar with CU S software and data who have access to

Unenpl oynent | nsurance Bureau CRTs. The risk analysis of this
finding is contained in that of Finding 3.3-1 and is not repeated
her e.

SUGGESTEED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOMVENDATI ON:

Enf orce periodi c changes of passwords. Do not allow the use of
passwords with menoni ¢ val ue (other than perhaps

pronounceabi lity).

FI NDI NG 3. 3-6:

CU S is not supported to the fullest extent possible by ACF2.
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RELATED CONTROL STANDARD 5137(J) (7):

The supervisory node of the on-line systemnust be linmted to
termnals restricted for supervisory use, and not be available to
all term nals.

DI SCUSSI ON:

To provide access control, secret clerk |Ids have been coded into
sone of the CU S nodul es, a nuch | ess desirable alternative than
havi ng system software responsi ble for the managenent and storing
of passwords. (see Finding 3.3-4.)

ACF2 shoul d be used to control access to the various capabilities
of CU S by clains processors.

Because this finding is closely related to Finding 3.3-1, a
separate risk analysis would be repetitive. The finding is stated
as it is here because it provides a different viewpoint for the
sanme probl em

RECOMVENDATI ON:

Use AFC2 to serve all the security needs of online CUS
subsyst ens.

3.3.1 FE TEAM

BACKGROUND AND | NTRODUCTI ON:

This is the first of the three Capitaltown-based CU S

devel opnment / mai nt enance teans. It is responsible for the front

end (FE) or online clains processing software.

We found no problens which were unique to the FE Team Probl ens
common to all teams are discussed in Section 3.3 above.

3.3.2 B TEAM

BACKGROUND AND | NTRODUCTI ON:

This is the second of the Capitaltown-based CU S

devel opnment / mai nt enance teans. It is responsible for batch (B)

cl ai ns8 processi ng software.

We found no problens unique to the B team Problens conmon to al
teans are discussed in Section 3.3 above.
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3. 3.3 SYSTEM SUPPORT
BACKGROUND AND | NTRODUCTI ON:

This is the third of the Capitaltown-based CU S

devel opnent/ nai nt enance teans. Because it is responsible for the
sof tware whi ch supports the Master Enployer File, this team serves
all SOES activities, not just the Unenploynent |nsurance Bureau.
The team al so mai ntains the Unenpl oynent | nsurance Bureau

di sbursenment profiles, the conplex tables of paynents which wl|
be authorized for each category of benefit.

3.4 TURNKEY SYSTEMS | NC. MAI N DATA CENTER

BACKGROUND AND | NTRODUCTI ON:

The TSI Main Data Center in Capitaltown serves governnent and
conmerci al custoners across the State. About 20% of the center's
busi ness is the SCES Unenpl oynent I|nsurance Bureau. O her

custoners include banks, retailers and other governnent agencies.

The center operates two | BM 3033 mai nfranes, either of which can
handl e the conplete online CU S | oad.

The data center staff covers all functional areas involved in the
operation of a nodern | arge-scal e conputer departnent.

3.4.1 MAIN DATA CENTER SECURI TY

BACKGROUND AND | NTRODUCTI ON:

This is a staff position reporting to the Operations Manager. The
position covers all aspects of physical security for the data
center.

FI NDI NG 3. 4. 1-1:

C02 is in use in the data center as a fire suppressant. It is
potentially harnful to personnel.

RELATED CONTROL STANDARD 5137(J) (1) (c):

Avoi d the use of carbon di oxi de area extingui shing systens since
they present a significant safety hazard.
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DI SCUSSI ON:

The CO2 for this systemis stored in netal tanks in the utility
roomcontaining the three notor-generators. It is set to

di scharge under the raised floor of the main conputer room Seven
times the total ampunt of C02 avail able would be required to
protect the entire conputer room By design, there is only enough
to protect the underfloor area. There would be no protection ,

ot her than hand-hel d extingui shers agai nst a naj or above-fl oor
fire.

Rl SK ANALYSI S:

The | oss to SCES m ght occur through a |l awsuit brought by the
estate of a person who is trapped in the data center during the
rel ease of C02 and suffocates.

The AFE for such a loss is the product of two frequency estinates:
the estimate for fires which set off the CO02 extingui shing system
and the estimate for a person being trapped and succunbi ng given
that a fire breaks out and the C02 is rel eased.

From national statistics in Appendix A the AFE for a serious fire
is .01l

Several factors have a bearing on the likelihood of a person being
trapped. The C02 is rel eased under the floor and because its
density is greater than that of air, will tend to stay there. The
regul ar data center staff has been warned about the danger.

On the other hand, the C02 rel easing systemis pressurized and
will thus tend to force the gas to rise above the floor. Al so,
visitors are not routinely warned of the danger.

W feel that the Iikelihood of a person being trapped and
suf focati ng under these circunstances very small. An AFE of .001
has been assi gned.

The loss, if it occurs, would be on the order of $1Min danage
awards and $20K in legal fees. The ALE is thus $1IMx .01 x .001 =
$10.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
The safeguard is to convert the fire suppression systemfrom C02
to halon 1301. Halon can be used at a |level of concentration that

wi |l extinguish fires but will not injure personnel. The cost of
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this is estimted at $20K.
The ALE will be reduced to $0.

The safeguard is not cost-effective, but sone change away from C02
i s advised.

See the risk analysis worksheets in Section B.21 of Appendi x B.
RECOMMENDATI ON:

Provide full flood halon protection for the entire data center.
FI NDI NG 3. 4. 1-2:

There is no visitor sign-in policy at the data center.

RELATED CONTROL STANDARD 5137(N) (9):

Access to all EDP operations areas is to be controlled and a
record mai ntai ned of access by other than the EDP operations
personnel. (Permanent onsite maintenance personnel and desi gnated
pi ckup and delivery personnel are considered "operations
personnel ).

DI SCUSSI ON:

Records of visitor access to the data center should be recorded at
all tinmes. \Wereas reqgqular enployees are all likely to enter the
data center during normal working hours, only an access contr ol

| og can provide a conplete record of visitors.

Criteria for escorting visitors should al so be established.
RI SK ANALYSI S:

This finding is related to the problemof controlling physical
access to the data center. |f an unauthorized person were able to
enter he could steal equipnment or data and/or do damage to the
facility which would interrupt conputer operations for as much as
four weeks.

A nunber of other findings deal with vulnerabilities which could

| ead to unauthorized access to the data center. Al such findings
are assessed collectively here.
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The loss to SCES if this were to occur would be greatest if it |ed
to a disaster causing a four week shutdown of operations. The
cost of such a shutdown woul d be the cost of overtinme necessary to
catch up after operations were restored. This cost would be 1.5
overtime x 260 processors x $6/hr x 40 hrs/wk x 4 wks x 1.25
overhead = $470K.

The AFE for such an event is taken fromthe national statistics on
destructive acts. It is unlikely that an intruder could sinply
wal k into the data center w thout advance planning and
preparation. The existing access control vulnerabilities require
skill and daring to exploit and have | ed us to choose an AFE at
the ow end of the range. This AFE is 1.

The ALE is then $470 x 1 = $40K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard needed here is a tightening of data center access
controls.

The bl ue badge stripe authorizing data center access should be
replaced with a nore difficult to duplicate token placed entirely
under the lamnation. Attenpts to renove this token from a badge
should result inits nutilation.

Records of al visitor access to the data center shoul d be
mai nt ai ned.

Requests to sign out tapes fromthe nedia |library should be
val i dat ed.

The cost of these safeguards should not exceed 3-staff nmonths to
define and plan and one staff-day per week to inplenment. Using a
sal ary | evel of $30K per year for planning and $18K per year for

i npl enent ati on, and an overhead factor of 100% (typical for
contractors), the one-tine cost will be 1/4 yr x (2.0 overhead) X
$30K/yr = $15K. The recurring cost will be 1/5 yr x (2.0

over head) x $18K/yr = $7.2K per year.

The ALE reduction wll be about 75% The reduced ALE wll be 1/4
X $470K = $120K.

The 5-year savings will be ($470K - $120K) x 3.79 - $7.2K x 3.79 -
$15K = $1. 3M

See the risk analysis worksheets in Section B.22 of Appendi x B.
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RECOMVENDATI ON:

| mpl enment a visitor sign-in policy for the data center. Validate
tape sign-out requests. Modify the badge token authorizing data
center access.

FI NDI NG 3. 4. 1-3:

The bl ue I D badge stripe which authorizes data center access can
be easily forged.

RELATED CONTROL STANDARD 5137(N) (1) :

Al'l Unenpl oynent | nsurance Bureau assets and rel ated operations
must be secured agai nst unaut hori zed access; this includes
sensitive data in transit wthin the contractor's organi zati on.
Custody and responsibility ceases at the point where the data is
turned over to the U S. Post Ofice or other reliable carrier.

DI SCUSSI ON:

The bl ue stripe which authorizes access to the data center
consists of a piece of blue tape attached to the badge form

hori zontal | y above the enpl oyee picture and seal ed by the

| am nati on.

This credential could be easily faked by placing the tape stripe
over the lam nation and then placing a second |am nating | ayer
over the first.

Rl SK ANALYSI S:

See rel ated Finding 3.4.1-2.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOVIVENDATI ON:

In place of the blue stripe, use a difficult to duplicate nmarking
such as an engraved design and attach it to the I D badge under the
lam nation. |t then becones inpossible to add or renove this

credential once a badge has been conpletely assenbl ed, and the
counterfeiting process is much nore difficult than before.
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FI NDI NG 3. 4. 1- 4:

Fire protection by C02 is provided only for the underfl oor areas
of the data center.

RELATED CONTROL STANDARD 5137(J) (1) (B):

Fire extinguishing equipnment will vary in accordance with the
physi cal characteristics of the facility and is subject to | ocal
regul ations. After ensuring that appropriate arrangenents have
been made for fire fighting assistance, managenent shoul d use
either water or halon systens if area extinguishing systens are
determ ned to be necessary.

DI SCUSSI ON:

This problemis covered under Finding 3.4.1-1. It is stated here
in order to bring attention to a separate aspect of the problem

RECOVMVENDATI ON:
Install a full-flood halon systemin the data center.
FI NDI NG 3. 4. 1-5:

The key to the storage area containing bl ank Unenpl oynent

| nsurance Bureau benefit checks is kept on a hook near the
conput er consol e operator. The access list for the key contains
30 nanes.

RELATED CONTROL STANDARD 5137(N)(1):

Al'l Unenpl oynent | nsurance Bureau assets and rel ated operations
nmust be secured agai nst unaut hori zed access; this includes
sensitive data in transit within the organization.

DI SCUSSI ON:

Access to the key should be restricted to as few people as
possible. |If one person and an alternate on each shift (regular
pl us weekend) were assigned responsibility for the key, nost
situations should be covered. Adding a few higher |evel
supervisors to the list should take care of virtually all

ci rcunst ances.

The |ist should not contain nore than about 15 nanes. It should
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al so be satisfactory to store the key in the | ocked wall box in
the output processing area. This area is very close to the |ocked
supply cage anyway, and there is little advantage to storing the
key on a hook near the console operator where it is not nearly as
wel | protected.

Rl SK ANALYSI S:

This finding relates to physical access control in the data
center. The risk analysis is presented under Finding 3.4.1-2 and
IS not repeated here.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

N A

RECOMVENDATI ON

Pare down the access list for the key to the Unenpl oynent

| nsurance Bureau bl ank check storage area. Mintain all copies of
the key in protected or continuously nonitored storage | ocations.

FI NDI NG 3. 4. 1-6:

There are no alarns and only hand-held fire extinguishers in the
supply area adjacent to the main conputer room

RELATED CONTROL STANDARD 5137(1)(2):

In the conputer room install fire detection equipnent that

i ncludes alarns. The al arm systens shoul d be capabl e of

i ndi cati ng where the activated alarmis | ocat ed.

DI SCUSSI ON:

This problemis related to Findings 3.4.1-4 and 3.4.1-1. Because
all three findings are related, the risk analysis and cost-benefit

anal ysis are done only once (under Finding 3.4.1-1).

The finding is stated separately here to call attention to a
di fferent aspect of the problem

The supply area is the area nost vul nerable to the starting of a
fire and at the sane tine the area | east protected.

RECOMVENDATI ON:
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Upgrade the fire detection and suppression equi pnment in the data
center supply storage area.

FI NDI NG 3.4.1-7:
There is no snoke exhaust capability in the data center.
RELATED CONTROL STANDARD 5137(P)(1):

Equip all conputer operations areas wth a snoke exhaust
capability to mnimze the potential hazard to personnel,

equi pnent, and storage nedia. Equip air conditioning ductwork
systens wth danpers to prevent the spread of fire, snoke or
chem cal agents.

DI SCUSSI ON:

Al t hough portable fans are on hand for cooling down overhead

equi pnment and coul d be used for snoke exhaust purposes, no thought
has been given to the problemand no plan for exhausting snoke has
been prepared.

Rl SK ANALYSI S:

A snoke exhaust system can only be used after the danger of
spreading fire has been elimnated. The system woul d possibly
have an effect on the chances for survival of any persons trapped
in the conputer center during a fire. There would be no effect on
mat eri al danmages due to the fire itself.

W wee no | osses to SCES due to the absence of a snpoke exhaust
system

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

In spite of the $0 ALE, requirenments call for a snoke exhaust
capability in all conputer operations areas.

We recommend that the effectiveness of the portable fans in
exhausti ng snoke be reviewed and if necessary, alternative nethods
chosen.

In all probability, it will be sufficient to draft an enmergency

procedure specifying how the portable fans should be placed to
maxi m ze their snoke exhaust capabilities.
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The cost of the effectiveness study and procedure preparation
shoul d not exceed one staff-nmonth at a salary level of $20K with
100% overhead. the cost would be 1/12 yr x 2.0 overhead x $20K/yr
= $3. 7K.  Although the safeguard is not directly cost effective,
it is required by the State.

See the risk analysis worksheets in section B.23 of Appendi x B.
RECOMMVENDATI ON:

Formal i ze the use of portable fans for exhausting snoke.

3.4.2 SYSTEMS SOFTWARE

BACKGROUND AND | NTRODUCTI ON:

This group provides support for the operating system all |BM
program products and ot her proprietary software packages.

FI NDI NG 3. 4. 2-1:

There is no provision for the real-tine on-line reporting of
i ncorrect password usage attenpts to a security officer

RELATED CONTROL STANDARD 5137(J)(5):

For on-line systens, |limt the nunber of sign-on attenpts and,
when the Iimt is exceeded, generate an alert to the individual
responsi ble for on-line security.

DI SCUSSI ON:

Wthout on-line reporting of incorrect password entry attenpts, it
is difficult if not inpossible to catch conputer system i ntruders.
An audit trail of all sign-ons, successful or not, would aid in

i dentifying persons who perform unauthorized activities on the
conput er system

Rl SK ANALYSI S:

This problemis simlar in effect to Finding 3.2.1.2.3-1 in that
it allows attenpts at unaut horized access to CU S to go
undetected. This weakness has been accounted for in the AFE

sel ection nmade under that finding. The risk analysis is not
repeat ed here.
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SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
N A
RECOMVENDATI ON:

Provide for the online reporting of incorrect password entry
attenpts.

3.4.3 ONLI NE APPLI CATI ONS
BACKGROUND AND | NTRODUCTI ON:

This group currently provides no support to SCES Unenpl oynent

| nsurance Bureau operations. The group does maintain the ODCS
security subsystemwhich is not but could be used to protect that
portion of CUIS originally designed to operated under ODCS (as
opposed to CICS). ODCS is the On-line Data Comruni cati ons System
a predecessor to CICS designed and devel oped by Turnkey Systens,
Inc. (TSI).

3.4.4 TECH SUPPORT/ RTI DI VI SI ON

BACKGROUND AND | NTRODUCTI ON.

This division provides technical assistance to operations and
System Engineers (SEs) in the field. It also operates a run-tine
i mprovenent (RTI) program by review ng PROCS for optinmm codi ng

and assists new data center accounts with their processing.

About 15% of this division's activities are in support of the SCES
Unenpl oynent | nsurance Bur eau.

The ACF2 Security Software is this division's responsibility.
FI NDI NG 3. 4. 4- 1:

The data center has no policy requiring periodic changes to
passwords. Users are allowed to specify their own passwords.

RELATED CONTROL STANDARD 5137(J) (11):
Passwords must be nodified at periodi c unannounced intervals, when
an individual changes positions, and when a security breach is

suspect ed.

DI SCUSSI ON:
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The TSI data center supports a nunber of corporate custoners who
process sensitive information. It would thus be wise to require
these custonmers to observe a certain anount of procedura

di scipline for their own protection.

A major part of this discipline would be to require periodic
changes of passwords and random sel ecti on of passwords.

This finding is related to Finding 3.3-1 and the risk analysis and
cost-benefit analysis are not repeated here. The purpose of this

finding is to point out the separate responsibilities of the CUS

Sof tware Support Goup and the TSI Main Data Center to provide for
the security of their operations.

RECOMVENDATI ON:

The data center should require the use of randomly generated
passwords whi ch are changed at | east once a year.

3.4.5 DATA MANAGEMENT DI VI SI ON
BACKGROUND AND | NTRODUCTI ON:

This division is responsible for tape |library operations and the
M ni Conmputer G oup.

3.4.5.1 TAPE LI BRARY

BACKGROUND AND | NTRODUCTI ON:

The tape library is responsible for all aspects of tape operations
and managenent. The Tape Li brary Managenent System ( TLMS)

provi des support in this area.

FI NDI NG 3. 4.5.1-1:

No aut horization checks are nade when tapes are signed out from
the tape library.

RELATED CONTROL STANDARD 5137(N)(1):
Al l unenpl oynent | nsurance Bureau assets and rel ated operations

must be secured agai nst unaut hori zed access; this includes
sensitive data in transit within the contractor's organi zati on.
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DI SSCUSSI ON:

When an individual attenpts to sign out a tape fromthe tape
library, the only check made on his authority to do so is to
ensure that he has an I D badge with the blue stripe indicating
data center access. This of course does not identify himin any
way as the owner of the tape. Also, as discussed in Finding
3.4.1-3, the blue stripe is sinple to forge. Thus anyone with a
SCES picture badge could renove a tape fromthe library w thout
too much effort.

Rl SK ANALYSI S:

Loss to SCES because of this, problens could occur in a nunber of
ways. A stolen tape could cause a processing delay of up to a day
whi | e t he backup was being fetched and updated. A stolen tape
could be nodified for purposes of fraud on a conpati bl e conputer
system and then replaced in the library. A stolen tape could be
used by an individual for activities in violation of the State
Privacy act which would | eave SCES vul nerable to | awsuits for not
provi di ng proper protection fro such dat a.

The | atter scenarios descri bed above lead to the |argest |oss
potentials. W set the |oss potential at $100K

The AFE of .006 is taken fromthe | ow end of the frequency scale
for fraud and abuse because of the effort required to exploit this
vul nerability.

The ALE is $100K x .006 = $600.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is to validate sign-out requests. This can be done
with negligible additional cost by verifying that the tape owner
is either making or has authorized the sign-out request.

The ALE will be reduced to $0.

The savings will be $600 per year.

See the risk analysis worksheets in Section B.24 of Appendi x B.

RECOMVENDATI ON:

Rel ease tapes only to their owners or to persons authorized in
witing by the owners.
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FI NDI NGS 3.4.5. 1-2:

Non- production tapes are scratched automatically when the
retention data is reached.

RELATED CONTROL STANDARD 5137(C) (6):

Routines that nodify the status volune serial nunber of a file
must be controlled. This nmeans the authority to scratch, or
renane a rile nmust be [imted and controll ed.

DI SCUSSI ON:

Omers of tapes should be notified of approachi ng scratch dates so
that they can be assured of an opportunity to request an
extension. It is too easy to lose track of retention dates
especially when dealing with a | arge nunber of tapes.

The tape Library Managenent System (TLMS) could automatically
prepare for each owner a list of tapes owned and the correspondi ng
retention dates. Such a list could be prepared periodically (e.aqg.
nmonthly). The owners could then indicate any retention date
changes and return the list to the library for action.

NOTE: This is not a problemwi th CU S production
t apes.

Rl SK ANALYSI S:

The loss to SCES in this case would be the cost of regenerating
the contents of a tape scratched accidentally. The problemcould
result not only fromthe rigid observance of retention dates but
al so from m snmounts and other mstakes. It is unlikely that a
production data file would be scratched in this manner because
nost such files are on di sk and production tape files have
indefinite retention. Accidents are possible, however.

The average tape is 9-track, 2400 feet |ong, and contains 1, 600
bytes per inch. |If full, the tape would contain 1,600 bytes/in X
12 1n/ft x 1,200 ft = 23M bytes, allowing half the I ength of the
tape for inter-record gaps contai ning no data.

In the worst case, no backup will exist and the entire contents of

the tape wll have to be key-entered. An experienced data entry
clerk can key 90 words per mnute. At 5 characters (or bytes) per
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work on the average, this is the equivalent of 5 bytes/work x 90
words/mn x 60 min/hr = 27K bytes/ hr.

Approxi mately 23M 27K = 850 hours woul d be required for the data
entry at a cost of not nmore than $6/hr x 850 hrs x 1.25 overhead =
$6. 4K

No statistics were avail able on the nunber of tapes scratched
accidentally at the Main Data Center. National statistics predict
a range of 12 to 24 accidental scratches per year.

Using the | ower end of the range, we select an AFE of 12. W also
recogni ze that backup tapes m ght exist, but not nore than half
the tinme because private (i.e. non-production) tapes are nost
suscepti ble and these are not |likely to have backups in nore than
50% of the cases.

The ALE is $6.4K x .5 x 12= $38K

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

the safeguard is to consult the owner prior to scratching tapes.
The TLMS systemis capable of producing inventory |lists by owner
with retention dates. Each tape owner's list should be sent to
himfor review once per noth to indicate any needed retention date
changes.

The cost woul d be one nman-day per nonth maxi mum on the part of
tape library personnel. At a salary of $18K with 100% over head,
the cost would be (1/2) yr x $18K/yr x 2.0 overhead = $3K

The ALE woul d be reduced by 75% The renmi ni ng 25% of
i nappropriate scratches would be done accidentally.

The reduced ALE is .25 x $30K = $9. 5K

The savings will be ($38K - $9.5K) - $1.7K = $27K per year.

See the risk analysis worksheets in Section B.25 of Appendi x B.
RECOMMVENDATI ON:

Consult tape owners prior to scratching tapes whose retention
dat es have passed.

FI NDI NG 3.4.5.1-3:
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Tapes are not degassed after scratching and prior to reuse.
RELATED CONTROL STANDARD 5137(M:

SECURE DI SPCSAL - Dispose of all retired, discarded or unneeded
sensitive data in a way that makes it inpossible for unauthorized
personnel to obtain it.

DI SCUSSI ON:

Because tapes are not degaussed prior to reuse and because they
are not reserved for use by individual data center custoners, it
I's possible for one custoner to scavenge anot her custoner's old
data by requesting a scratch tape and reading it before witing
it.

Scavengi ng of tapes within a single custoner organization is al so
a potentially serious problem In this situation a resourceful

but unpri nci pl ed SCES enpl oyee m ght sinply browse through ol d
tapes until he | ocated sonething useful or interesting such as the
source listing of a CU S nodul e contai ning an access code or an
ol d wage record tape.

Rl SK ANALYSI S:

The | oss to SCES caused by the failure to degauss scratched tapes
woul d seemto be a secondary effect. The person who detects
sonet hing of interest on a scratched tape would then have to nake
use of what he finds. He mght find enployer nunbers and
addresses and use them on phoney clains. He mght find CUS
source code containing an access password and attenpt to gain
unaut hori zed access to that part of CU S

The effects of this vulnerability are accounted for in the other
findings of this report. The risk analyses are not repeated here.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:
N A

RECOMVENDATI ON:

Degauss all scratch tapes prior to reissue.

3.4.5.2 MNI COWUTER GROUP
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BACKGROUND AND | NTRODUCTI ON:

Thi s group manages the operation of several mni conputers. Only
one of these, the Downline Loading System (DLS), is operated in
support of the Unenpl oynent |Insurance Bureau. The DLS is used to
send system software nodifications directly to the Threeville Data
Center fromCapitaltown so that on-site SE support requirenents at
Threeville can be held to a mninmum testing of the Threeville
system can al so be done from Capitaltown via the DLS.

We found no problens with the practices or procedures of this
unit.

3.4.6 ONLINE/RJE DI VI SI ON
BACKGROUND AND | NTRODUCTI ON:

The Online/RJE Division is responsible for tel eprocessing

har dware, and network operations. Wth respect to the

Unenpl oynent | nsurance Bureau, the division initializes CU S each
norni ng and assures that all data files are open and operable. It
al so receives calls fromthe field. Performance-rel ated probl ens
are dealt with either directly or through outside support. O her
types of problens are referred to the appropriate group.

3.4.7 OUTPUT CONTROL DI VI SI ON:
The division is responsible for data and fornms control, the
operation of conventional and | aser printers and the distribution

of out put.

We found no problens with the practices and procedures of this
di vi si on.

3.5 ACCOUNTI NG SERVI CES

BACKGROUND AND | NTRODUCTI ON:

This departnment is responsible for all accounting activities at
SCES i ncl udi ng bank account managenent, fund reconciliation, the
handl i ng of returned and recouped funds and the di sbursenent of
cl ai m paynents.

3.5.1 PROGRAM5 ACCOUNTI NG

BACKGROUND AND | NTRODUCTI ON:
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This office handl es the accounting for the Unenpl oynent I|nsurance
Bureau program as well as other SOES prograns.

FI NDI NGS 3. 5. 1- 1:

Secure areas used by the Prograns Accounting Departnment have walls
whi ch do not extend to the true ceiling.

RELATED CONTROL STANDARD 5137(N) (19):

Provi de for the secure storage of all nedia containing sensitive
data when it is not is use.

DI SCUSSI ON:

The Accounting Departnent uses one | ocked storeroomto hold bl ank
check stock, a second | ocked roomfor the occasional overni ght
storage of printed and signed checks and a third room (the Cash
Receiving area) for the storage of checks returned by the Postal
Service as undeliverable.

Al three of these roomhave walls which extend only as for as the
dropped ceiling tiles. It is a trivial matter to lift out ceiling
tiles and clinb over the false wall into the storage area.

Rl SK ANALYSI S:

The easiest way to take advantage of this vulnerability would be
to clinmb over the wall into the Cash receiving area (or break down
the upper half of the Dutch door which is secured only by a single
sliding bar |atch) and steal sone checks that were returned by the
Postal Service due to incorrect addresses. There is a |large
nunber of these checks on file and sone are for anobunts in the
$10K range.

These | arge checks are usually tax refunds sent to enpl oyers who
nove all or part of their operations out of state and take nost of
the affected enployees with them |If done properly, the theft
will not be detected until the checks clear the bank or possibly

| at er.

The | oss to SCES might be as nuch as $100K.

The frequency estimte, taken fromthe | ow end of the range for
theft is 1.
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The ALE is $100K x 1 = $100K
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is to extend the walls of all storage areas to the
true ceiling and to alarmall doors and w ndows | eading to these
ar eas.

The cost will be no nore than $2K per room For 3 roons the total
woul d be $6K.

The ALE will be reduced by 50%to $50K. the reduction will not be
greater because the returned checks are still susceptible to theft
by enpl oyees of the Cash Receiving Unit. In Finding 3.5.1-2, a
second safeguard will be proposed to elimnate the renaini ng ALE.

The 5-year savings will be ($100K - $50K) x 3.79 - $6 = $184K
See risk anal ysis worksheets in Section B.26 of Appendi x B.
RECOMVENDATO N:

Extend the walls of all secure storage areas to neet the true
cei l i ng.

FI NDI NG 3. 5. 1-2:

Benefit checks returned to SOES are not batched and present an
easy target for abuse.

RELATED CONTROL STANDARD 5137(N)(1):

Al'l Unenpl oynent | nsurance Bureau assets and rel ated operations
nmust be secured agai nst unaut hori zed access; this includes
sensitive data in transit within the organi zation. Custody and
responsibility ceases at the point where the data is turned over
to the U S. Post Ofice or other reliable carrier.

DI SCUSSI ON:

Benefit checks returned as undeliverable by the Postal service are
easily recogni zed by mail room personnel because of the distinctive
envel opes in which they are sent out.

They are sent unopened and unbatched to the Cash Receiving area.
It would be a sinple matter for a mailroomclerk or a cash
receiving clerk to renove sonme of the checks and attenpt to cash
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themor sell themto a fence.
Rl SK ANALYSI S:

This finding is simlar to the previous finding in that the
targeted asset is the same. |In the present situation, the threat
agent will have no obstacle (such as false walls) to overcone
because as a Cash Receiving enpl oyee he has access to the returned
checks on a regul ar basis.

On the other hand, such an enpl oyee woul d be nore vul nerable to
detection than an outsider who could di sappear without his
identity ever becom ng known.

We do not feel that this finding increases the ALE due to
m sappropriation of returned checks in Finding 3.5.1-1.

The ALE is thus $50K.
SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The main issue of this finding is the |lack of controls which would
|l ead to the imedi ate detection of a m ssing check.

Al t hough the finding does not lead to an increased ALE, it does
suggest a nmeans of elimnating the $50K ALE remrai ni ng from Fi ndi ng
3.5.1-1. If returned checks are destroyed i medi ately and then
reissued if and when the recipient's correct address cones to
light, the entire problemof returned checks will be elim nated.

The cost of this safeguard will be a half hour per day for

bat ching the returned checks in the nmailroomand zero additi onal
time for Cash Receiving to place the checks in a secure container
for disposal instead of in a file cabinet.

Using the salary of a grade QC mailroomclerk, this cost will be
1/2 hr/day x 5 days/wk x 52 wks/yr x $6.76/hr x 1.25 overhead =
$1. 1K

The ALE will be reduced to $0 from $50K.

The savings will be ($50K - $1.1K) = $49 per year.

See the risk analysis worksheets in Section B.27 of Appendi x B.

RECOMVENDATI ON:
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Bat ch returned checks in the mailroomprior to sending themto
Cash Receiving. Then destroy the checks after generating the
necessary accounting records.

3.6 LEGAL AFFAI RS
BACKGROUND AND | NTRODUCTI ON:

Legal Affairs provides contracting assistance to the Unenpl oynent
| nsurance Bureau, nonitors federal |egislation for Unenpl oynent

| nsurance Bureau-rel ated i ssues and serves as a source of
informati on for opposing |l egal counsel in court cases.

We found no problens with the practices or procedures of this
unit.

3.7 CONSUMER AFFAI RS
BACKGROUND AND | NTRODUCTI ON:

Consuner Affairs processes VIP queries relating to the
Unenpl oynent | nsurance Bureau and nonitors claimant litigation in
order to protect SCES s interests.

We found no problens with the practices or procedures of this
unit.

3.8 GENERAL AUDI T
BACKGROUND AND | NTRODUCTI ON:

CGeneral Audit is responsible for all Headquarters financial audit
activities and reports to the Assistant Director for Mnagenent.

FI NDI NG 3. 8- 1:

When an audit is to be conducted, advance notice is given to the
af fect ed departnent.

RELATED CONTROL STANDARD 5137(N) ( 10) :

Supervi sors have certain responsibilities for the security and
integrity of data in their work area. They nust be instructed to
monitor the activities of the visitors to the work area (including
conpany enpl oyees from ot her work areas), and to ensure that
functions of the unit are perfornmed only by enpl oyees formally
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assigned to the unit. Supervisors should have procedures for
handl i ng questionable activities.

DI SCUSSI ON:

Normal |y only one day advance notice is given. This would be nore
than sufficient tine for an enbezzler to renove any incrimnating
records or conplete any cover-up activities.

It is our position that records to be examned in an audit should
be secured by the auditors with absolutely no advance notice

what soever

Rl SK ANALYSI S:

The loss to SCES in this situation would be due to a failure to
detect and recoup m sappropriated funds.

The | oss potential is estimted at $100K.

The AFE of .006 is selected fromthe |ower end of the range for
fraud and abuse. The AFE is nodified by a factor of .5 to all ow
for the possibility that the perpetrator will not |earn of the

i npending audit and fail to cover his tracks in tine.

The ALE is $100K x .006 x.5 = $300.

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is to initiate all audits on a surprise basis and
collect all records to be reviewed i Mmedi ately after announci ng
the audit to the affected departnent.

The cost of this safeguard is $0.

The ALE will be reduced by 90%to $30. In the other 10% of cases,
the perpetrator will not be vulnerable to an audit at the critical
time when records are coll ected.

The savings will be $270 per year.

See the risk analysis worksheets in Section B.28 of Appendi x B.

RECOMVENDATI ON:

As a matter of policy, give no notice of inpending audit activity
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to the affected departnents.
3.9 PLANS AND RESEARCH
BACKGROUND AND | NTRODUCTI ON:

Thi s departnent devel ops broad goal s and objectives for all SOES
activities. It nonitors each area of activity and provides
f eedback when necessary.

We found no problens with the practices and procedures of this
depart nent.

3. 10 PERSONNEL ADM NI STRATI ON
BACKGROUND AND | NTRODUCTI ON:

This departnent is responsible for hiring, salary admnistration,
enpl oyee rel ations, |abor union negotiations and all other aspects
of personnel adm nistration.

3.10.1 COVPENSATI ON AND BENEFI TS
BACKGROUND AND | NTRODUCTI ON:

This office is responsible for ensuring a conpetitive salary
structure at SOES. It also adm nisters the enpl oyee benefits
program and conducts uni on wage negotiations. Position
classification, performance appraisals and coordi nation of
personnel activities in the eastern half of the state are other
areas of invol venment.

We found no problens with the practices and procedures of this
unit.

3.10.2 EMPLOYEE/ LABOR RELATI ONS

BACKGROUND AND | NTRODUCTI ON:

This office assists in union negotiations, fornul ates | abor
relations policy, ensures SOES conpliance with the union contract

and perforns related duties as directed.

We found no problemw th the practices and procedures of this
of fice.

3.10.3 EMPLOYEE SELECTI ON DEVELOPMENT
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BACKGROUND AND | NTRODUCTI ON:

This office determ nes the needs of SCES in the area of enpl oyee
devel opment and sets up prograns to satisfy those needs. It also
pl ans and directs enploynent activities and runs the EEO program

We found no problens with the practices and procedures of this
of fice.

3. 11 GENERAL SERVI CES

BACKGROUND AND | NTRODUCTI ON:

CGeneral Services is responsible for all matters concerning
physical facilities, incomng and outgoing nmail, the procurenent
of goods and services, word processing, reproduction, the
headquarters tel ephone swi tchboard and forns nanagenent.

3.11.1 FACILITIES

BACKGROUND AND | NTRODUCTI ON:

Facilities is responsible for all matters concerning the SOES
physi cal plant including | eases, guard service, fire protection,

etc.

We found no problens with the practices and procedures of this
unit.

3.11.2 MAIL AND DI STRI BUTI ON

BACKGROUND AND | NTRODUCTI ON:

Mai | and distribution receives, sorts and distributes incom ng
mail fromthe Postal Service and other carriers. it also
processes outgoing nail .

FI NI NG 3. 11. 2- 1:

The storeroom used by the Mail and Distribution Departnent has
wal | s which do not extend to the true ceiling as well as unal armed

exterior w ndows.

RELATED CONTROL STANDARD 5137(N)(9):
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Provi de for the secure storage of all nedia containing sensitive
data when it is not in sue.

DI SCUSSI ON:

This is another instance of the problemdiscussed in Finding
3.5.1-1. In this case, the storage roomhas walls which do not
extend to the true ceiling and unal arned w ndows. The roomis
used to store 5 to 10 Unenpl oynent | nsurance Bureau benefit checks
overni ght once or tw ce per week.

Rl SK ANALYSI S:

The checks stored in this roomcould be stolen. An insider would
wait until one or nore | arge checks were to be stored overnight.
The average val ue of a check is about $200. A large check night
be worth $5K to $10K. We set the loss potential at $10K for the
wor st case.

The AFE of 1 is taken fromthe |Iow end of the range for theft.
The ALE is $10K x 1 = $10K

SUGGESTED SAFEGUARDS AND COST- BENEFI T ANALYSI S:

The safeguard is to alarmthe door and windows in this roomand to
extend the walls to the true ceiling. The cost will not exceed
$2K.

The ALE will be reduced to $0.

The 5-year savings will be 3.79 x ($10K - $0) - $2K = $3. 6K

See the risk analysis worksheets in Section B.29 of Appendi x B.

RECOMVENDATI ON:

Extend the walls of all secure storage areas to neet the true
cei ling.

3.11. 3 MATERI EL SERVI CES
BACKGROUND AND | NTRODUCTI ON:

Material Services is responsible for all purchasing, warehousing
and records storage wthin SOES.
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We found no problens with the practices and procedures of this
unit.
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